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Motivation Research Questions
e Effectively prioritizing patches requires accessible and consistent vulnerability information, but the e How available and accessible are security advisories,
current ecosystem presents significant challenges. l.e. notices that contain vulnerability information?
e System administrators must triage vulnerabilities based on severity, but they struggle to find e How often are these presented in a structured, easily
comprehensive information from the patchwork of disparate public advisories. machine-processable format?

e While prior work highlights specific issues, a broader, empirical baseline characterization of the

advisory ecosystem has been lacking.
e Stakeholders selected from CVE Naming Authorities (CNAs) and vendors mentioned in CISA’s Industrial

Control Systems Advisories (ICSAs) - who are governed by vulnerability disclosure requirements

e How consistently do advisories report Common
Vulnerability Scoring System (CVSS) information for
vulnerabilities in their advisories?
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