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Abstract
Internet-connected medical devices introduce complex cyberse-
curity risks that challenge the established practice of informed
consent. It remains unclear how patients weigh these abstract, dy-
namic threats against concrete clinical benefits. We present findings
from a large-scale (N=2,666) vignette-based experiment designed
to uncover the factors driving patient decision-making. Partici-
pants chose whether to adopt a connected pacemaker, weighing its
enhanced clinical outcomes against potential vulnerabilities. We
systematically varied communication factors, including the source
of risk information (e.g., clinician, FDA), risk framing, and the de-
tails of a subsequent vulnerability disclosure. Our results reveal
patient choice hinges on pre-existing physician trust and risk fram-
ing. We did not observe any effect from the information’s source.
We also find initial choices act as powerful anchors, and that de-
tailed disclosures increase security confidence. Our work provides
crucial empirical evidence on this trade-off, offering actionable guid-
ance to better support informed consent for life-critical connected
technologies.

CCS Concepts
• Security and privacy→ Human and societal aspects of se-
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plied computing→ Life and medical sciences.
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1 Introduction
The proliferation of internet-connected medical devices represents
a paradigm shift in modern healthcare. From insulin pumps to
implantable cardiac pacemakers, these technologies offer unprece-
dented opportunities to improve patient outcomes and provide
continuous care [72]. This connectivity, however, introduces a class
of risk fundamentally different from traditional clinical complica-
tions: cybersecurity vulnerabilities. The security community has
extensively documented specific vulnerabilities in medical devices
such as pacemakers and infusion pumps [7, 24, 32, 36, 40, 45, 46, 54–
56, 64, 66]. A malicious actor could potentially exploit a software
flaw to access sensitive patient data, alter a device’s function, or
cause physical harm, turning a life-saving device into a potential
liability and a significant patient safety concern [40, 45, 56].

This new risk landscape poses a profound challenge to one of
the foundational pillars of medical ethics: informed consent. The
traditional informed consent process is built on a dialogue between
a provider and a patient about the known risks, benefits, and alter-
natives of a proposed treatment [3, 44, 59]. Yet, cybersecurity risks
are dynamic, and challenging even for security experts to assess,
as exploitation likelihood depends on factors far outside the clinical
environment, such as shifting attacker incentives, newly disclosed
vulnerabilities, and changes in the broader threat landscape [80].
Healthcare providers, who lack specialized cybersecurity training,
currently must communicate these complex, evolving risks to pa-
tients during consent discussions. Recognizing these challenges,
Tully et al. proposed “cybersecurity informed consent” as a nec-
essary paradigm for connected medical devices, identifying key
implementation challenges including clinician knowledge gaps, the
involvement of multiple authoritative sources (clinicians, regula-
tors, and manufacturers), and the need for dynamic risk commu-
nication [76]. However, their framework is conceptual with little
empirical evidence about what factors actually influence patient
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decisions, how patients weigh clinical benefits against security
risk, or whether established risk communication principles operate
differently in medical security contexts [10, 37].

A rich body of literature in usable security and risk communica-
tion has explored how to present complex technical information to
non-experts, often finding that factors like message framing and
warning design are critical [2, 61, 62, 77, 82]. However, medical
device security risk communication introduces unique aspects due
to the highly regulated, high-stakes context of medicine and the
existence of regulating bodies, e.g., the US Food and Drug Admin-
istration (FDA), and authority figures, i.e., healthcare providers,
users are accustomed to communicating. Therefore, it is unknown
how patients weigh abstract cybersecurity threats against concrete
clinical benefits in this context and how factors such as trust in
their healthcare provider and the source of risk information (e.g.,
provider, FDA, or device manufacturer) influence their choices.

In this paper, we seek to close this gap by empirically examin-
ing how patients weigh different clinical and cybersecurity risk
information along with information sources when making critical
medical decisions. Specifically, we sought to answer the following
research questions:

RQ1: How do external communication factors, such as the infor-
mation source and the framing of risk, compared to internal
patient attributes, such as their baseline security attitudes
and trust in providers, influence a patient’s initial choice to
adopt a connected medical device?

RQ2: How does a patient’s decision-making change when new
risk information (a vulnerability disclosure) is introduced
after the initial choice has been made?

RQ3: How does the disclosure of a vulnerability, and attributes of
that disclosure, impact a patient’s confidence in the device’s
security and clinical necessity?

To answer these questions, we conducted a large-scale controlled
experiment—using a vignette-based survey of 2,666 US Prolific users.
We asked participants to imagine they needed a pacemaker and
presented them with information about a connected medical device
with better expected patient care outcomes but worse potential
security, and a non-connected medical device with worse expected
care, but better security. Then, we asked participants to indicate
which they would prefer. To understand their decision-making,
we varied the information source, the framing of health benefits,
the expected likelihood of a hack, and the potential impact of an
attack. After making their choice, we informed participants that
a vulnerability had been discovered, varying information about
the impact and likely exploitability of the vulnerability, and asked
them whether they would choose to disable device connectivity
(i.e., mitigating the vulnerability, but losing care benefits). This two-
phase design allows us to empirically measure the effects of specific
communication variables that are central to initially understanding
cybersecurity-informed consent, including the role of different au-
thoritative sources and how patients re-evaluate decisions as risks
evolve.

Our findings reveal a difference in the factors that influence
patient decision-making. We find that internal patient attributes,
especially baseline trust in their physician and the framing of a

cyberattack as a threat to physical safety, are far more powerful pre-
dictors of choice than external communication factors like who pro-
vides the risk information. After an initial choice is made, it creates
a powerful anchor, making patients unlikely to change their minds,
even when presented with a new vulnerability. Counterintuitively,
we find that providing more detailed, verbose disclosures about
vulnerabilities does not alarm patients; instead, it significantly in-
creases their confidence in the device’s security, particularly when
the notice comes from a regulator like the FDA.

Based on these results, we outline recommendations for health-
care providers, regulators, and other researchers to support im-
proved cybersecurity-informed consent communications.

2 Related Work
Ourwork is situated at the intersection ofmedical informed consent,
human-computer interaction (HCI) for medical devices, patient-
facing security communication, and security advice. We review
prior work in these areas to contextualize our contributions.

Medical Informed Consent. The process of informed consent
is a cornerstone of ethical medical practice, intended to facilitate
shared decision-making between patients and providers [34, 48].
However, research has shown that the implementation often falls
short of this ideal. Consent forms are frequently designed more for
institutional liability protection than for patient comprehension,
often failing to include all basic elements of consent, such as risks,
benefits, and alternatives [9]. Recent systematic reviews indicate
these challenges are enduring; Sherman et al. found that current
measures of informed consent adequacy are often methodologically
flawed [67], and Grady argues that the increasing complexity of
clinical information continues to widen the gap between the ethical
ideal and clinical reality [33]. Furthermore, even when information
is provided, patient recall of risks is often poor, a problem that
persists even with the use of procedure-specific forms [60]. The
communication of evidence, particularly probabilistic risk infor-
mation, is a known challenge; studies suggest that representing
probabilities as natural frequencies and using structured, interac-
tive formats can improve patient understanding [75]. To address
these deficits, researchers have examined interventions to improve
comprehension, finding that interactive and digital formats—rather
than static forms—can significantly enhance patient understand-
ing [30, 44].

Our work builds on this prior literature by considering chal-
lenges specific to communicating cybersecurity risks during the
informed consent process. Williams and Woodward have framed
medical device security as a complex socio-technical ecosystem
that complicates patient decision-making [78]. Further, Tully et
al. proposed “cybersecurity informed consent” as a new paradigm
required to address the unique threat landscape of connected health,
especially as many healthcare providers lack security awareness or
expertise [76]. Our work operationalizes these theoretical frame-
works, providing the empirical data necessary to understand how
patients navigate this proposed paradigm. While prior work has
focused on evaluating the efficacy of consent through measures
such as patient recall, our experiment is designed to investigate the
communication of security risks, by systematically varying their
framing, impact, and likelihood, influences patients’ choices and
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confidence in a simulated consent dialogue. Unlike studies evaluat-
ing static consent forms, our two-phase vignette design simulates
the evolution of consent after new information (a vulnerability) is
discovered, allowing us to examine how patients re-evaluate their
initial decisions.
HCI and Medical Devices. The HCI community has a long

history of evaluating the safety and usability of medical tech-
nologies [21, 42]. The CHI+MED project, for example, extensively
mapped how interaction design influences the safety of interactive
medical devices [21, 22]. Prior work has used usability heuristics to
evaluate patient safety [81] and assessed the usability of specific
interfaces, such as pacemaker programmers [18]. However, much of
this work focuses on the clinician’s user experience or the preven-
tion of use errors in high-stakes clinical environments [5]. There
remains a gap in understanding how patients themselves evaluate
the specific security risks of the devices implanted in their own
bodies. Our work shifts the HCI lens from the clinician’s interface
to the patient’s mental model of risk.

Patient-Facing Security Communication for Medical Devices.
There is a growing recognition within both the clinical and security
communities of the need to communicate cybersecurity risks to
patients with implantable medical devices [4, 70, 80]. This body
of work is largely prescriptive, offering guidance to clinicians but
lacking empirical data on how patients perceive and act on this
information. The study closest to our own is the foundational work
by Denning et al., which explored patient views on security for
implantable cardiac devices [23]. In their study, Denning et al. con-
ducted semi-structured interviews with 13 patients, using mockups
of potential security systems to elicit values and preferences. This
qualitative approach was instrumental in identifying key patient
concerns, including safety and freedom from unwanted cultural
associations. Our research seeks to build directly upon this work by
employing a large-scale, quantitative methodology to investigate
similar questions. While the qualitative approach of Denning et al.
was ideal for initial exploration, our use of a large-scale, between-
subjects factorial experiment allows us to systematically isolate
and measure the impact of specific communication variables (e.g.,
framing a risk as a physical safety issue versus a data privacy issue)
on patient decisions. Instead of exploring general preferences, our
method allows for the quantification and comparison of the relative
influence of different factors within a simulated clinical choice.

Post-Breach and Vulnerability Notifications. Our work on
vulnerability disclosures draws from research on data breach noti-
fications in the broader security literature. Methodologically, much
of this work has relied on content analysis of real-world notices.
For instance, Zou et al. analyzed a corpus of breach notifications
and found them to be challenging to read, to downplay risks, and
to provide unclear guidance [82]. Other work has used surveys
and interviews to understand consumer responses after they have
been affected by a breach [51]. Our study contributes a different
methodological approach to this area. We adapt the context from
general consumer data to the high-stakes domain of medical de-
vice vulnerabilities, and instead of a post-hoc analysis, we use a

controlled experimental design. This allows us to proactively con-
struct and test the effects of different notification characteristics,
such as verbosity, source, and risk likelihood, on patient behavioral
intentions and trust.

SecurityAdvice and Persuasion. Finally, our research is informed
by prior work on the efficacy of security advice. This work has es-
tablished that effectiveness depends on factors like users’ mental
models [11], the framing and length of the message [31], and the
source of the advice [61, 62, 77]. For example, Wash and Cooper
used an experiment to show that the ideal presenter of security
advice depends on the format, with experts being more persuasive
with facts and peers more so with stories [77]. Our study employs
a similar experimental logic but translates it to the clinical domain,
where the “advice” is part of a medical decision. We directly in-
vestigate the role of the advice source by experimentally varying
whether security information is attributed to a healthcare provider,
the FDA, or the device manufacturer. This methodology allows
us to test whether findings from the general security literature
translate to the unique context of medical decision-making, where
pre-existing roles and trust relationships, such as that between a
patient and provider, may interact with the principles of security
persuasion.

3 Methodology
Our study was designed to empirically investigate how patients per-
ceive and weigh the novel risks introduced by internet-connected
medical devices, following the calls for a more patient-centric ap-
proach to medical cybersecurity [10, 76, 78]. Our survey simulated
the consent dialogue in a two-phased vignette-based scenario, vary-
ing characteristics of the information provided during the consent
process to answer each of our research questions. Each scenario
consists of an initial device choice (RQ1) and a post-vulnerability
notification choice re-evaluation phase (RQ2, RQ3). All our research
questions, vignettes, and survey questions were designed in collab-
oration with two physicians on the research team to ensure that the
scenarios, language, and trade-offs accurately reflect a real-world
consent dialogue.

3.1 Survey Design
Figure 1 shows all stages of our online survey, and the full survey
text is given in Appendix A. We now discuss each part of the survey
in turn.

Consent (Fig 1.A). Before answering any survey questions, par-
ticipants were presented with a consent form detailing the study’s
purpose, procedures, potential risks, and data handling policies.
They were required to provide informed consent to proceed.

Baseline trust in medical providers (Fig 1.B). After providing
consent, participants were asked about their prior interactions with
primary care providers and various medical specialists who would
provide care relevant to pacemakers (e.g., cardiologists, electro-
physiologists). They then completed the Wake Forest Physician
Trust Scale (WFPT), which asks participants to rate their agreement
with ten statements, to establish a baseline measure of their trust
in their own medical providers [35]. This allows us to control for
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Consent (A)
Survey consent form.

Baseline Trust (B)
Wake Forest Physi-
cian Trust Scale.

Initial Device
Choice (C)

Randomized vignette
Device choice.

Vulnerability
Disclosure (D)

Informed of vulnerability
Choice re-evaluation.

Participant
Background (E)
SA-6 scale and
demographics.

Figure 1: The sequential flow of the survey, from initial consent to final demographic questions.

pre-existing attitudes towards and experience with the medical
establishment. Because half of these statements are positive and
the other half are negative, we used this as an attention check to
see if participants selected the same response for all the statements.

Initial scenario and device choice (RQ1; Fig 1.C). Participants
were then introduced to a detailed clinical vignette. We chose a
pacemaker as the hypothetical device to build directly upon the
existing discourse in the clinical literature, which has often used
implantable cardiac devices as a key case study for these emerging
challenges [69, 80]. A pacemaker is awidely understood implantable
device, has both non-connected and internet-connected variants
in real-world use [8, 12, 52, 53], and faces plausible cybersecurity
threats that could impact patient safety [24, 36, 46].

The vignette was structured to explicitly include the four es-
sential elements of informed consent: the nature of the procedure
(general information), the benefits (clinical outcomes), the risks
(cybersecurity and clinical), and the alternatives (non-connected
device) [44]. Additionally, we used the scenario generated by the
US Food and Drug Administration (FDA) as part of their Patient En-
gagement Advisory Committee meeting in 2019 as an initial starting
point and then further refined based on the experience of the physi-
cians on the research team [50]. The scenario asked participants
to imagine they had been diagnosed with a heart block requiring
a pacemaker [19] and were being given information to help them
decide whether to get an internet-connected or non-connected
model. This phase employed a between-subjects factorial design,
varying the information presented to assess which features impact
participants’ decision-making. Specifically, we vary the informa-
tion provider (including verbosity), health benefit, initial security
likelihood, and impact of an attack (discussed in Section 3.2). An
example of the scenario presented to participants is shown in Fig 2.

After reading the scenario, participants were asked to indicate
their device preference based on the presented information using
a five-point Likert scale from “Definitely the internet-connected
device” to “Definitely the non-connected device.” They were also
asked to separately rate their confidence in their understanding
of the clinical and security information (using a five-point Likert
scale for each). Participants were then asked to provide a reason
for their confidence in the security and clinical information.

Vulnerability disclosure (RQ2, RQ3; Fig 1.D). Next, we simu-
lated the discovery of a vulnerability in the pacemaker. Participants
were asked to assume they had chosen the internet-connected pace-
maker so we could capture their reported actions in response to
the vulnerability. Then, we told participants that the same party
that had initially given them the clinical and security information
about the pacemaker had disclosed the vulnerability to them. In
this phase, we varied the verbosity of the vulnerability disclosure
and risk of exploitation. We describe these variations in detail in

Section 3.2. Based on this disclosure, participants were asked to
indicate whether they were “Definitely likely” to “Definitely un-
likely’ to disable the device’s internet-connectivity or accethept the
security risk to maintain the healthcare benefits of the connected
device (RQ2). We also asked participants to discuss the reason for
their decision in an open-ended question. We concluded this section
by asking participants to reassess their trust in the security and
clinical information they were provided based on the vulnerability
disclosure (RQ3). At the end of this section, we included an atten-
tion check that asked participants to select the party that provided
them with the notification.

Participant background (Fig 1.E). Finally, we asked a series of
questions to capture information about participants’ backgrounds
that might impact their decision-making. First, participants an-
swered questions about their personal or family experience with
medical devices, as this likely influences their awareness of poten-
tial medical challenges associated with these devices. Next, they
completed the Security Attitudes Six (SA-6) questionnaire to mea-
sure their general disposition towards security practices [26]. Then,
they provided standard demographic information, including age,
race/ethnicity, and gender.

3.2 Conditions
Each participant was randomly assigned to one of our experimental
conditions in a between-subjects design. The experiment unfolded
in two phases: an Initial Choice scenario and a subsequent Vulnera-
bility Disclosure scenario. We manipulated several variables within
each phase to address our research questions.

Initial Choice Scenario Variables. To answer our first research
question (RQ1) about the factors influencing a patient’s initial
choice, we varied the information presented about the connected
pacemaker along four key dimensions: the information source, the
impact of an attack, the device’s health benefits, and the initial
likelihood of the attack.

To understand how patients weigh information from different
authority figures, we varied the Information Source. Participants
were told the security information came from one of three sources:
their Healthcare Provider, a government agency (the FDA), or the
Medical Device Manufacturer (MDM). In each case, participants are
told they receive information from their healthcare provider, but
we vary whether we tell participants that the information initially
came from one of these authorities with more technical expertise.
We specifically chose this structure to assess whether patients trust
providers directly to provide reliable security information, even
though they often lack security expertise, or if it is important that
an organization with more technical expertise is cited. Further, we
sought to investigate whether patients find this expert information
more reliable if it is coming from the company with deep technical
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We are going to ask you some questions about how you would make
decisions about using medical devices.
We want you to imagine that you have been diagnosed with a heart block,
whichmeans that your heart has trouble passing electrical impulses across
your heart. This can cause you to have a shortness of breath and cause
chest pain as some of the symptoms, but it can also lead to heart failure
if not effectively managed. Because of this, your medical provider, i.e. the
provider that you routinely see, has said that you require a pacemaker.
Your provider is recommending that you use a new pacemaker that is
Internet-connected and can be remotely monitored by your care team,
which will have a positive impact on your condition. The health
risks associated with this device are minimal. Additionally, because this
device can connect to the Internet, your medical provider gives you
information from a government agency (such as the FDA) that
explains there is a low likelihood that the Internet-connected device
could be hacked. If the device was hacked, it could lead to your private
patient data being stolen. The FDA has approved the clinical use of
this device to treat heart blocks.
There are alternative therapies available to treat this condition, and your
provider explains that you have the option of a non-connected pacemaker.
However, there is a slightly increased chance that an adverse event
(something bad happening) will not be caught, as the device cannot
be remotely monitored or controlled, you will need to see your provider
on a more frequent basis. This pacemaker is very unlikely to be hacked
as it is not connected to the Internet. Like the Internet-connected device,
this has been approved by the FDA for the treatment of your condition.

(a) Initial information shown to participant. Information Provider:
FDA, Health Benefit: Low, Initial Security Likelihood: Low, Impact
of Attack: Data

Now, assume you have chosen to use the Internet-connected pacemaker.
Some time after you have been using the device, you are informed by
the manufacturer of the device that a cybersecurity vulnerability has
been discovered in the device and that they are unsure if the Internet-
connected device could be hacked. If the device was hacked, it could
lead to your private patient data being stolen.
As a reminder, the Internet-connected pacemaker will catch an adverse
event (something bad happening) more quickly.
Assume there is no cost and no surgery is required to disable the Internet
connection on the pacemaker, which would remove the benefits of remote
monitoring, and a life-threatening event is much more likely not
to be caught until it is too late. This would involve a one-time short
appointment with your medical provider. How likely are you to disable
the Internet connection on the pacemaker?

(b) Vulnerability information shown to participant and question
about switching devices. Information Source: MDM, Verbosity:
Non-Verbose, Health Benefit: High, Vulnerability Security Likeli-
hood: Unsure, Impact of Attack: Data

Figure 2: Example vignettes shown to participants. The bolded sections are the parts we varied in our experimental
conditions.

knowledge of the product they created (i.e., the MDM), but who
might have incentives to downplay risks or from a third-party
regulator (i.e., the FDA) who also have technical expertise, though
not as specific to the device, and do not have the same business
incentives.

Next, to understand how the framing of security risks and clini-
cal benefits affects decision-making, we varied two aspects of the
scenario’s context. First, the Impact of an Attack was framed
as either a risk to personal data (Data Privacy Issue) or a risk to
the patient’s physical well-being (Physical Safety Issue). These risks
represent clear, direct impacts of potential attacks. That is, confiden-
tiality violations introduce data privacy issues, and availability and
integrity violations would likely both lead to physical safety issues
due to the life-critical nature of the device. We chose to present
these risks at a high level instead of discussing a specific technical
impact to avoid confusing non-technical participants and focus just
on the tangible outcome.

In parallel, the Health Benefit of the connected device was
described as either relatively minor (Low, e.g., a positive impact on
their condition) or significant (High, e.g., the ability to catch a life-
threatening event quickly). These health impacts reflect real-world

benefits of a pacemaker [19], and these levels of description repre-
sent the spectrum of real-world presentations of health benefits for
pacemakers [8, 12, 52, 65].

Finally, we varied the Initial Security Likelihood to test the
effect of ambiguity. The likelihood of the device being hacked was
described as either explicitly Low or as Unsure. We deliberately ex-
cluded a “high” likelihood condition in this initial phase to maintain
ecological validity as the FDA would not approve a device that had
an unmitigated, known, high-risk vulnerability [17].

Vulnerability Disclosure Scenario Variables.After making their
initial choice, participants were presented with a second scenario
to address our remaining research questions (RQ2 and RQ3). They
were asked to assume they had chosen the connected device and
were now being informed of a newly discovered vulnerability. We
varied the disclosure of the vulnerability along the same four key
dimensions (i.e., the information source, the security impact, the
health benefits, and the likelihood of an attack), but added one
additional dimension (verbosity of the disclosure) and added an
additional level for attack likelihood. Note, the information source,
security impact, and health benefits were consistent between the
initial information and disclosure for each participant. For exam-
ple, if a participant was initial told the attack impact would be a
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Variable Value Text in survey

Notice Type - “. . . you are informed by. . . ”
Provider “. . . your medical provider”
FDA “. . . your medical provider gives you information from a government

agency (such as the FDA) that”
MDM “. . . yourmedical provider gives you information from themanufacturer

of the device that”

Health Benefit - “. . . new pacemaker that is Internet-connected. . . //you have the option
of a non-connected pacemaker. However,. . . ”

Low “. . .which will have a positive impact on your condition//. . . there is a
slightly increased risk of negative health outcomes”

High “. . .which will catch an adverse event (something bad happening)
quickly//. . . a life-threatening event is much more likely to not be
caught until it is too late”

Initial Attack Likelihood - “because this device can connect to the Internet. . . ”
Low “. . . there is a low likelihood the Internet-connected device that could

be hacked. . . ”
Unsure “. . . they are unsure if the Internet-connected device that could be

hacked. . . ”

Post-disclosure Attack Likelihood - “. . . a cybersecurity vulnerability has been discovered in the device and
that. . . ”

Low “. . . there is a low likelihood the Internet-connected device”
Unsure “. . . they are unsure if the Internet-connected device”
High “. . . there is a high likelihood the Internet-connected device”

Impact of Attack - “. . . If the device was hacked, it could lead to. . . ”
Data privacy “. . . your private patient data being stolen”
Physical safety “. . . a safety issue, meaning you could be physically hurt”

Table 1: Text used in the survey (see Appendix A) for each of the conditions. We do not include the verbose text here for brevity,
but the verbose version can be found in Appendix A.

data privacy issue, the disclosure also indicated the impact as data
privacy. Therefore, we only discuss differences between the initial
information and disclosure conditions here.

The first change we made was to vary the Verbosity of the
disclosure. For participants in the FDA and MDM conditions, the
disclosure was presented with either Standard verbosity, which
included a minimal description of the vulnerability, or as a more
detailed Verbose letter. The standard descriptions included the same
type of information included in the initial description, but indicated
that a vulnerability had now been found. Conversely, the verbose
disclosures also indicated things that the patient could do to pro-
tect themselves, as well as more specific details about what could
physically happen to them if the device were compromised. The
verbose disclosures were developed to mimic real-world examples
of patient communications by the FDA and MDMs, and text was
taken directly from specific disclosures [25, 41] to enhance scenario
realism. The verbose condition was only assigned to participants
who were informed about a potential safety impact, as the FDA
(and MDMs) only issues these disclosures in high-risk cases, not
in cases involving data privacy concerns [16]. While this creates a
partial confounding in our experimental design (i.e., we do not have
a Verbose condition for data privacy impacts), this was a deliberate

choice to prioritize ecological validity. Presenting a participant with
a multi-page, high-urgency regulatory warning for a low-risk data
privacy issue would represent an unrealistic scenario that does not
reflect current regulatory practices. We therefore restricted the Ver-
bose condition to scenarios where such communication is plausible.
For participants in the provider condition, only a single, standard
level of verbosity was used.

Second, we reported a potentially new Attack Likelihood in
the disclosure and added the possibility that an attack could be
indicated at High likelihood. At this phase of the study, participants
were told the updated likelihood of attack after the vulnerability
was identified was either Unsure, Low, or High. We omitted the High
condition for the initial information because the FDA would never
approve a device with a high attack likelihood, but this restriction
no longer applies. That is, this is a new vulnerability that was not
known at the time the device went to market, so the FDA has no
control over the possible level of impact.

Note that the likelihood of an attack in the disclosure was not
assigned fully at random. While participants assigned Low for the
initial description were randomly assigned any one of the three
likelihood levels for the attack likelihood during disclosure, this was
not true for participants initially assigned Unsure. Those assigned to
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Unsure would either be Unsure or High, as it would be unrealistic for
the likelihood to decrease after a vulnerability has been identified
and disclosed.

3.3 Recruitment
We used Prolific to recruit participants, specifically those in the
United States who speak English and are 18 years or older. To
enhance the generalisability of our findings, we utilised Prolific’s
census-balancing feature to obtain a sample representative of the
US population based on age, sex, and race. Our target sample size
was selected to ensure that we had at least 30 participants per
condition, we did not conduct any power analysis to determine the
sample size as we did not have prior data to estimate the effect sizes
for the variables we were testing [28, 39]. We provide details of
our population in Section 4.

3.4 Pilot
We piloted the survey with ten people who had limited experience
with healthcare. Pilot participants were asked either to “think aloud”
while a researcher observed and asked probing questions or com-
pleted the survey to ensure question understandability and gauge
the average completion time. Based on the pilots, we clarified the
phrasing of the questions to remove jargon and specify terms, such
as Primary Care Provider (PCP).

3.5 Data Analysis
To answer our research questions, we employed a Bayesian mod-
eling approach. This framework is particularly well-suited for our
study, as it aligns with both the principles of modern applied statis-
tics [29] and the goals of researcher-centered design of statistics in
HCI [43]. Bayesian inference offers a direct and intuitive approach
to quantifying uncertainty. The result of a Bayesian analysis is the
full joint posterior distribution of all model parameters, represent-
ing our complete knowledge about the parameters conditional on
the data and the model [29, Ch. 1]. This enables us to make direct,
probabilistic statements about our research questions—for example,
quantifying the likelihood that one design is better than another.
This aligns with the goals of HCI research by providing richer, more
nuanced answers about the magnitude and certainty of effects [43].
Additionally, the framework offers the flexibility to build multi-
level models accurately reflecting the data’s structure [29, Ch. 5].
Our confidence measures were taken from each participant twice,
meaning these observations are not independent. Our multilevel
model estimates the behavior of each participant individually, while
simultaneously using the overall patterns from the entire group of
participants to inform and moderate these individual estimates.

Our primary dependent variables (given in Table 2), i.e., device
choice, likelihood to disable connectivity, and confidence ratings,
were measured on five-point Likert scales. To model these out-
comes, we used four Bayesian cumulative ordinal regression mod-
els [15, 29]. Cumulative models are used for ordered categorical
outcomes; in our case, they are used to estimate the probability of
a participant’s response falling at or above a certain level on the
Likert scale (e.g., the probability of choosing “Probably” or “Defi-
nitely” the internet-connected device). Our models for the initial

device choice (Initial Model) and the subsequent decision to dis-
able connectivity (Switch Model) included all experimental factors
and their two-way interactions, along with participant-level co-
variates for security attitudes (SA-6) and physician trust (WFPT),
as shown in Table 2. The confidence models (Security Confidence
and Clinical Confidence) additionally included a participant-level
random effect, which explicitly models the baseline confidence
level for each individual participant, thereby accounting for the
two repeated measurements per person. For all models, we used
weakly informative, regularizing priors to prevent overfitting and
improve convergence [29, p. 124]. For all population-level effects
(regression coefficients), we specified aN(0, 1.5) prior, which leans
the model towards moderate effect sizes and, in the context of our
model, represents a shift from one Likert response to another (e.g,
a participant switching from ‘Definitely‘ to ‘Probably‘). We also
performed a sensitivity analysis using tighter priors (e.g.,N(0, 0.5)),
which confirmed that stronger regularization did not alter our sub-
stantive conclusions regarding the presence or absence of effects.
We estimated each model using four Markov chains with 4,000
iterations each. We assessed model convergence by ensuring the 𝑅
statistic was equal to 1.00 for all parameters, which indicates the
model converged across all the Markov chains, meaning there is
no meaningful difference in the variance between them. We did
not observe any noticeable effects (i.e., estimates around 0 with
narrow credible intervals) for race, gender, or whether the partici-
pant was Latino; therefore, we excluded these variables from our
final models. While we did not observe an apparent effect of age,
we included it in our model, given that older participants are more
likely to interact with the healthcare system. In contrast, younger
participants are more likely to be familiar with technology.

Qualitative data analysis. For our qualitative data, we used an
iterative open-coding approach [71]. Two researchers reviewed 50
responses and developed the initial codebook inductively, allowing
themes to arise from the data. The codebook was then discussed
collaboratively amongst the full research team. The two researchers
then independently coded responses in rounds of 50, updating the
codebook incrementally. After each round, the two researchers met,
assessed inter-rater reliability (IRR) using Krippendorff’s alpha [47],
and resolved any disagreements. Krippendorff’s alpha was used to
assess IRR, as it provides a conservative metric that accounts for
chance agreement [47]. Strong agreement (𝛼 ≥ 0.8) was achieved
after four rounds (200 responses). One researcher coded the remain-
ing 2416 responses. The two researchers performed axial coding
to identify between-code relationships and identify higher-level
themes in responses [20, pg. 123-142]. The final codebook is listed
in Appendix B.1

To statistically test for associations between our experimental
conditions and the themes that emerged from our qualitative anal-
ysis, we employed Pearson’s Chi-square test (𝜒2) [57]. After the
coding process, the presence or absence of each code for a given
participant was treated as a categorical variable. The 𝜒2 test al-
lowed us to determine whether the frequency of a specific theme
was contingent upon the assigned experimental condition. While
our primary Bayesian models explain the drivers of participants’
ordinal choices, these tests provide targeted statistical support for
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Variable Description Initial Switch Security Clinical
Model Model Confidence Confidence

Dependent Variables
Device Choice 5-point ordinal scale (Connected vs. Non-

Connected)
X

Likelihood to Disable 5-point ordinal scale (Unlikely vs. Likely) X
Security Confidence 5-point ordinal scale (Not at all confident to

Extremely confident)
X

Clinical Confidence 5-point ordinal scale (Not at all confident to
Extremely confident)

X

Experimental Factors
Device Choice 5-point ordinal scale (Connected vs. Non-

Connected)
X

Notice Type Categorical: Provider, Government (Verbose,
Non-Verbose), or Manufacturer (Verbose, Non-
Verbose). Base Case: Provider.

X X X X

Health Benefit Categorical: High or Low clinical benefit. Base
Case: Low.

X X X X

Initial Attack Likelihood Categorical: Low or Unsure likelihood of hack.
Base Case: Low.

X X X X

Post-disclosure Attack Likeli-
hood

Categorical: Low, Unsure, or High likelihood of
hack. Base Case: Low.

X X X X

Impact of Attack Categorical: Data privacy or Physical safety.
Base Case: Data privacy.

X X X X

Time Categorical: Pre-disclosure or Post-disclosure.
Base Case: Pre-disclosure.

X X

Measured Covariates
Physician Trust Continuous score from Wake Forest Physician

Trust Scale
X X X X

Security Attitude Continuous score from SA-6 Scale X X X X

Demographics
Age Categorical age brackets X X X X
Race Categorical racial identity (Not used in final

model)
X X X X

Gender Categorical gender identity (Not used in final
model)

X X X X

Education Categorical level of education X X X X

Table 2: Variables Included in Ordinal Regression Models

the patterns in the qualitative data that help explain why those
choices were made.

3.6 Ethics
This study was reviewed and approved by the lead author’s organi-
zation’s ethics review board. All participants were presented with a
detailed consent form before beginning the study and were required
to provide consent before participating. Participants were informed
that their participation was voluntary and they could withdraw
at any time without penalty. Participation through Prolific is pro-
vided pseudonymously, with only the participant’s Prolific ID used
to identify the response. We did not request further identifying
information. Responses were stored in an encrypted, password-
protected cloud service accessible only to members of the research
team. Participants were compensated $2.50 for their time.

3.7 Limitations
Our study has several limitations that should be considered when
interpreting the results, and which point towards avenues for future
research.

Our methodology relies on a scenario-based survey that differs
from the real world. While the vignettes were designed in close
consultation with clinical experts to reflect reality, hypothetical
decisions made in a low-stakes online environment may not per-
fectly mirror the complex, high-stakes decisions patients face when
confronted with a real health diagnosis. The emotional and social
pressures of a clinical setting are difficult to simulate; however,
introducing this type of experimentation in a real clinical setting
introduces significant health risks for the patient. Therefore, we
believed this vignette-based approach was ethically important as
a first step to assess initial results before testing in a real-world
setting. Further, we ensured our sample included participants with
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exposure to medical devices so that experience is captured in our
data.

Additionally, the traditional informed consent process involves
an interactive dialogue between a patient and a healthcare provider.
Our survey, by its nature, presents information in a static, one-way
format. It cannot capture the nuances of a real-time conversation,
where patients can ask clarifying questions and providers can build
trust and tailor their communication style. However, this type of
dynamic conversation would introduce between-participant vari-
ability, limiting our ability to identify the impact of specific changes
in information presentation. We attempted to emulate the variance
in information by varying message verbosity. We also included all
relevant information in the verbose condition to assess an upper-
bound approximation on the amount of information a patient might
receive.

Additionally, we focus on a single medical device type, a pace-
maker. Patient attitudes and risk-benefit calculations may differ
from those associated with other types of connected medical de-
vices, such as insulin pumps, neurostimulators, or diagnostic wear-
ables, which have distinct functions and risk profiles. However,
we chose pacemakers due to their broad familiarity [79] and the
existence of prior examples of vulnerabilities [36]. For these rea-
sons, we believe pacemakers provide a useful general stand-in for
medical technologies, providing baseline perceptions of medical
device security, especially as our participants are not experts in
medical systems.

Although our sample was recruited via Prolific to be census-
balanced for age, sex, and race in the United States, Prolific users
are often more likely to be more educated and more knowledgeable
about security and privacy [73], which may impact generalizability.
Additionally, while online participants lack the immediate ’lived au-
thority’ of patients in a clinical setting, 51.8% of our sample reported
prior exposure to medical devices (including 18.1% as patients or
caregivers). To account for these factors, we controlled for educa-
tion, security attitudes, and prior medical device experience in our
regressions.

Our study design involved partial confounding of experimental
variables, specifically regarding disclosure verbosity, which was
only manipulated in safety-impact conditions. As noted in Sec-
tion 3.2, this was a design choice to maintain ecological validity.
However, it limits our ability to statistically isolate the effect of ver-
bosity independent of risk severity in low-risk scenarios. Addition-
ally, the sequential nature of our vignette (Initial Choice followed
by Vulnerability Disclosure) inherently introduces ordering effects.
We specifically designed the study this way to measure the anchor-
ing effect of the initial decision, but this means our post-disclosure
results are conditional on the initial choice context.

Finally, our survey did not include quantitative manipulation
checks to formally verify that participants perceived, for example,
‘high’ vs. ‘low’ benefit distinctly. However, our qualitative anal-
ysis of open-ended responses indicates that participants actively
engaged with and understood the trade-offs presented in the vi-
gnettes, suggesting the manipulations were successful in practice.
For example, one participant mentioned both the likelihood and
the advantages of the connected device, “I think the low likelihood
of it being hacked far is outweighed by the benefits of it still being
connected and being monitored.”

As these limitations apply across all conditions, we consider
between-condition comparisons primarily.

4 Participants
We recruited an initial sample of 3,254 participants from the United
States via Prolific. We removed participants who did not complete
the full survey (𝑁 = 165), failed one or more attention checks (𝑁 =

414), or completed the survey in under three minutes, which was
more than one standard deviation from the mean and unreasonably
quick given the survey’s level of detail (𝑁 = 9). After exclusions,
our final sample for analysis consisted of 2,666 participants (at least
30 per condition). The median time to completion was 9.8 minutes
(Mean = 11.7, SD = 7.3).

The demographic characteristics of our final sample are detailed
in Table 3. Our participants’ gender, age, race, and ethnicity were
all similar to the 2020 US Census [14]. Our participants were more
educated than the US population, i.e., 57.1% had at least a Bachelor’s
degree. Participants’ average SA6 score was 3.8, which is similar
to the average score from a prior US Census-representative sam-
ple [26]. Participants’ average WFPT score (36.3) was also similar
to a prior census-representative samples [13, 35].

Most of our participants (𝑁 = 1383, 51.8%) had some exposure to
medical devices. Many reported having a family member or friend
who was prescribed a medical device (𝑁 = 899, 33.7%) or indicated
theywere the caregiver for someonewith amedical device (𝑁 = 323,
12.1%) or were prescribed amedical device themselves (𝑁 = 161, 6%).
Further, almost all participants had some exposure to healthcare
providers (𝑁 = 2633, 98.8%) and a majority had experience with
specialists associated with prescribing medical devices (𝑁 = 1533,
57.5%).

5 Result
We present our findings in order of the research questions they
address. Most of our key findings are taken from our Bayesian
ordinal regression models for initial device choice (Table 6), likeli-
hood to disable connectivity after vulnerability disclosure (Table 7),
and clinical and security information confidence (Tables 9, 10). For
brevity and ease of understanding, we visualize the main effects for
device choice in Figure 3, the likelihood to disconnect the device in
Figure 4, and the impact of the vulnerability disclosure on partici-
pants’ confidence in Figure 6. We provide the full model details in
Appendix B.

We utilized a Bayesian approach for two primary reasons. First,
our dependent variables are ordinal Likert scales. By employing a
Bayesian cumulative ordinal model, we explicitly respect the or-
dered categorical structure of the data, mapping the probability of
responses falling into higher or lower categories without assuming
the intervals between them are equal. Second, our data has a multi-
level structure (repeated measures nested within participants). The
Bayesian framework allows us to model this hierarchy intuitively
and, crucially, allows us to quantify the uncertainty of our estimates
directly through Credible Intervals, rather than relying on binary
significance testing. We discuss this further in Section 3.5.

Using a Bayesian cumulative ordinal model is similar to a fre-
quentist ordinal regression, whereby the 𝛽 coefficients that are
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Characteristic Category N (%)

Gender Female 1328 (49.8%)
Male 1288 (48.3%)
Non-Binary / Other 37 (1.4%)
Prefer not to answer 13 (0.5%)

Race White 1821 (68.3%)
Black or African American 343 (12.9%)
Asian or Pacific Islander 182 (6.8%)
Mixed or Other 296 (11.1%)
Prefer not to answer 24 (0.9%)

Latino/a Yes 307 (11.5%)
No 2359 (88.5%)

Age 18–24 298 (11.2%)
25–34 505 (18.9%)
35–44 492 (18.5%)
45–54 442 (16.6%)
55–64 599 (22.5%)
65–74 280 (10.5%)
75+ 44 (1.6%)
Prefer not to answer 6 (0.2%)

Characteristic Category N (%)

Education High School or Less 341 (12.8%)
Some College / Associate’s 790 (29.6%)
Bachelor’s Degree 988 (37.1%)
Advanced Degree 534 (20.0%)
Prefer not to answer 10 (0.5%)

Variable Mean (Median) SD Min, Max 5%, 95%

SA6 3.8 (4) 0.8 1, 5 2.3, 5
WFPT 36.3 (38) 8.6 10, 50 21, 50

Variable Value N (%)

Experience with No experience 1262 (47.3%)
medical devices Know a friend or family 899 (33.7%)

member with device
Acted as a caregiver 323 (12.1%)
Participant has device 161 (6.0%)
No response 21 (0.8%)

Experience with Has not seen PCP 33 (1.2%)
healthcare Has seen a PCP 1100 (41.3%)

Has seen a specialist 1533 (57.5%)

Table 3: The table on the left details participant demographics. The top right table shows distributions for the security attitudes
(SA6) and physician trust (WFPT) scales. The bottom-right table details participants’ experiences with medical devices and
healthcare providers. The total participant count for each table that was used to calculate percentages is 𝑁 = 2, 666.

calculated represent the outcome’s log-odds. For categorical vari-
ables, such as the notice party, the coefficients are the increase (or
decrease) in the log-odds compared to the base case. For example,
in the initial device choice model, we chose the healthcare provider
as the base case, and the 𝛽 for the FDA was 0.25. This means partici-
pants who were given information sourced from the FDA increased
the odds of choosing the connected device by a factor of 1.28 (i.e.,
𝑒0.25 ≈ 1.28), all other variables held constant. Conversely, since
the MDM had a 𝛽 = −0.25, participants who received information
sourced from the MDMwere 1.28× less likely, on average, to choose
the connected device than those who received information from
their healthcare provider. As our models are Bayesian, we do not
use p-values. Instead, we quantify uncertainty using a 95% credible
interval (CrI). A 95% CrI can be interpreted directly: there is a 95%
probability that the true value of 𝛽 lies within that range, given our
data and model. Our practical rule for interpretation is simple: if
the CrI contains zero, we cannot be certain of the effect’s direction,
so we conclude that we did not observe a discernable effect. For
example, the CrI for the FDA’s effect relative to the provider was
[-0.11, 0.61] and the MDMwas [-0.61, 0.12], their ranges of plausible
values both include a negative and a positive effect, so we report
that we do not observe a discernable effect for either. Conversely,
the CrI for an “unsure” risk notice was [-0.77, -0.07], the entire inter-
val is below zero, giving us strong evidence that this framing had a
negative effect compared to the baseline (i.e., telling participants

the security risk was “low”). We plot the 𝛽 estimates along with the
CrI for our regression factors in Figure 3 and Figure 4 and indicate
factors with strong effects by coloring the lines solid blue.

5.1 Initial Device Choice & Drivers of Baseline
Confidence (RQ1)

In this section, we discuss the relative influence of how and what
security and clinical risks are presented (e.g., security impact, in-
formation source) on patients’ initial decision whether to use a
connected medical device (Fig 1.C), controlling for patients’ in-
ternal characteristics (e.g., medical experience and trust in their
physician). Figure 3 summarizes participants’ initial device choices
by experimental condition, and Table 11 presents the most com-
mon themes in open-ended participant responses that explain their
device choices. To provide high-level context, participants showed
a strong initial preference for the connected pacemaker, with 66%
(𝑁 = 1, 746) reporting that they would select the connected device.

Participants told that an exploit could impact safety or that
the likelihood of an exploit was unclear were less likely to
use the connected device. We found that the most influential
factor in the security information provided to participants during
the initial decision was the security impact and the likelihood of a
vulnerability. First, participants who were informed that potential
hacks could result in medical safety issues were less likely to choose
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D) Experience with Devices
(Base: No Experience)

E) Experience with Providers
(Base: PCP) F) Participant Attitudes

A) Notice Type
(Base: Provider)

B) Security Context
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C) Scenario Context
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Figure 3: Coefficient plots visualizing the main effects from the Bayesian cumulative ordinal regression model predicting initial
device choice. The full regression results can be found in Table 6. Each point represents the median of the posterior distribution
for the 𝛽 coefficient (log-odds), while the horizontal lines span the 95% CrI. Values greater than zero are more likely to choose
the connected device compared to the base case, while those less than one are less likely to choose it. Predictors coloured in
solid blue have credible intervals that do not overlap with zero, indicating a clear, discernible effect on patient choice. Grey
dashed predictors have credible intervals that contain zero, meaning we cannot be certain of their effect’s direction. Each
sub-figure represents a feature in the regression, with the base case given under the feature name. The linear features are
grouped together in sub-figure F for brevity.

the connected medical device (59.9% said they would at least “Prob-
ably” select the connected device) compared to those told hacks
could lead to data breaches (74.5%). This difference is clear in our
Bayesian regression model (𝛽 = −0.58; 95% CrI: [−0.91,−0.25]).
Further, participants told that an exploit could cause safety issues
were more likely to state that the risks outweighed the medical
benefits than those who said the impact was a data breach in their
open-ended responses (10.6% vs. 7.4%, 𝜒2 = 7.13, p = .008). For
example, one participant said, “I am confident that I know the pur-
poses that pacemakers serve. I trust the sources, but I feel uneasy
about the fact that if it gets hacked, it could be a matter of death
for [me as the patient].”

Similarly, participants who were told the information provider
was “unsure” about the likelihood of an exploit were less likely to
choose the connected medical device (59.8% said they would at least
“Probably” select the connected device) compared to those told the
likelihood of an exploit was “low” (69.3%). This difference is also
clear in our Bayesian regression model (𝛽 = −0.42, 95% CrI: [-0.77,
-0.07]). This seems to suggest participants believe the risk is likely
more than low if it is not given.

As we would expect, participants assigned to the high health
conditionweremore likely to choose the connected device given the
higher health benefits (69.5% chose the connected device) compared

to the low, or minimal, health benefits (61.3%). While this was not
a clear effect, we do see that there is a difference in the regression
model, suggesting a relationship, but it is not as strong as the other
attributes (𝛽 = 0.30; 95% CrI: [-0.04, 0.64]).

Information source has limited impact. In stark contrast to risk
framing, the source of the communication—, i.e., whether the infor-
mation came from a provider, the FDA, or the device manufacturer—
had no discernible effect on the initial decision (Figure 3.A). 67.1%
who were given the initial notice from the healthcare provider said
they would at least “Probably” select the connected device, com-
pared to 65.3% for the FDA and 64.6% for the MDM. We did not
observe a discernable difference between the healthcare provider
and the FDA (𝛽 = 0.25, 95% CrI: [-0.11, 0.61]) or MDM (𝛽 = −0.25,
95% CrI: [-0.61, 0.11]) conditions.

Participants wanted addition information about cybersecu-
rity risks in the initial information. When participants were
asked what specific information that they wanted in addition to
the initial information given, 77.6% who wanted to know how they
could minimize the potential for hackers to access the device, 75.4%
who wanted to know what could happen in the worst-case sce-
nario if the pacemaker was hacked, 56.6% who wanted to know if
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other groups had assessed the security of the device, and 47.6% who
wanted to know more about how the assessment was made, only
7.4% explicitly stated that they did not require additional informa-
tion. Even though most participants requested more information,
the majority (66.8% of the 2,471 who requested more information)
of those still indicated they would at least “Probably” select the
connected device. This reinforces the low impact of the externally
provided information on participants’ decision-making. However,
it leaves participants in an uncomfortable position where they feel
less confident in their decisions, but still choose the connected
device.

We observed evidence of this in participants’ open-ended re-
sponses, where some explicitly stated that they found the informa-
tion provided to be clear (𝑁 = 793, 29.7%). In contrast, other par-
ticipants explicitly said the information was incomplete (𝑁 = 407,
15.3%). Those who felt there was not sufficient information ex-
pressed a desire for more technical details on the device (𝑁 = 324,
12.2%). For example, one participant said, “I understand that the
Internet-connected pacemaker allows for remote monitoring...[but]
I haven’t seen specific technical details on how these devices are
protected or how cyberattacks are handled.” Another participant
talked about what they could do to stop hackers, “I have never
heard of pacemakers being hacked but with growing technology, I
am sure it is possible. The idea while a low chance, is still terrifying
to me and if I were to choose it, I’d like to know more about it, the
risks, and what I could do to stop hackers.”

Physician trust led to a higher likelihood of adopting the
connected device and higher confidence. In contrast to the im-
pact of the external factors we assessed (i.e., provided information),
we observed that participants’ internal characteristics had a bigger
effect on their decision-making. Specifically, a patient’s baseline
trust in their provider was a powerful predictor of their willingness
to accept a connected device. 76.7% of participants with the highest
25% of WFPT (physician trust) scores indicated they would at least
“Probably” select the connected device, whereas of those with the
lowest 25% of WFPT scores, only 52.0% chose the connected device.
Participants discussed their trust in their provider in their qualita-
tive responses as being a reason to go with the connected device.
For example, “I am confident because I trust my care provider and
if they explain to me why I need it and the explanation makes sense
then I would be confident plus knowing that they would be able to
monitor the device remotely is great.”

Interestingly, we also observed that people who reported not
having a primary care provider (PCP) were more likely to indicate at
least “Probably” selecting the connected device, i.e., 78.8% compared
to 63.9% who reported having a PCP. This was a clear difference
in our regression (𝛽 = 1.00, 95% CrI: [0.35, 1.67]). At first glance,
this suggests contradictory results; however, these experiences are
orthogonal, as it is possible to trust physicians without having a
PCP. Also, this group comprised a considerably small proportion of
participants (𝑁 = 33, 1.2%), and therefore, we place less emphasis
on this effect.

Prior experience with medical devices increases connected
device acceptance. Familiarity with medical devices, directly or
indirectly through personal relations, was a strong predictor of

choosing the connected device. Specifically, participants who had
previously been prescribed a medical device were much more likely
to opt for the connected pacemaker (78.3% indicated at least “Prob-
ably” selecting the connected device) than those with no medical
device experience (62.7%). This difference was clear in our regres-
sion (𝛽 = 0.65, 95% CrI: [0.34, 0.96]). Many participants who re-
ported being caregivers for someone with a medical device also
indicated at least “Probably” selecting the connected device (67.5%),
and this was clearly more likely than those with no experience
(𝛽 = 0.25, 95% CrI: [0.02, 0.48]). Finally, we also observed that more
participants who knew someone with a medical device indicated at
least “Probably” selecting the connected device (66.1%). However,
this difference was not quite clear in the regression as the 95% CrI
slightly overlapped 0 (𝛽 = 0.13, 95% CrI: [-0.04, 0.29]).

More security-concerned participants were slightly less
likely to select the connected device, whereas more educated
participants chose the connected device. There was a small neg-
ative correlation of the participant’s device choice with their SA6
score (𝛽 = −0.09, 95% CrI: [-0.16, -0.01]), i.e., the more security con-
cerned a partiticipant was, the less likely they were to choose the
connected device. We found that participants’ education affected
their device choice, such that the more educated a participant was,
the more likely they were to choose the internet-connected device
(𝛽 = 0.20, 95% CrI: [0.02, 0.38]). Participants showed a level of
understanding about trade-offs, and those who were more security-
conscious clearly articulated their decision-making, such as one
participant saying “I chose the non-connected pacemaker because
even though it requires more in-person checkups, I value the re-
duced risk of cybersecurity threats. The possibility of being hacked,
even if small, made me uncomfortable with an Internet-connected
device inside my body. Since both options are FDA-approved and
effective for treating heart block, I felt safe choosing the one that
gave me more control over my data and minimized digital risks.”

No clear effects from participant age. As shown in Figure 3.F,
there was no discernible effect from a participant’s age on their
initial device choice (𝛽 = −0.43, 95% CrI: [-1.47, 0.62]). In fact, the
credible interval was substantial, suggesting any potential effect is
highly variable across the population and is overwhelmed by more
influential factors like physician trust and security impact.

Summary of Initial Choice Drivers (RQ1).
• Physician trust trumps source: Internal attributes, specifically

baseline trust in the physician, are far stronger predictors of device
adoption than the source of the security notice (FDA vs. MDM vs.
Provider).

• Safety threshold: Participants exhibit a clear behavioral shift
when risks escalate from data privacy to physical safety, identify-
ing a distinct threshold for risk tolerance.

• Ambiguity aversion:When the likelihood of a hack is presented
as unsure, participants treat the risk similarly to a higher-threat
scenario.

5.2 Decision After Vulnerability Disclosure
(RQ2)

Our second research question explored participants’ decision
whether to disable device connectivity following a vulnerability
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disclosure. Figure 4 summarizes participants’ likelihood of discon-
necting a connected device after receiving a vulnerability disclosure
by experimental condition. We found this choice was overwhelm-
ingly anchored to a participant’s initial sentiment, a finding that
was far more predictive than the specifics of the disclosure notice
itself. The proportion of participants likely to disconnect the device
was nearly equal to those who were unlikely to do so (44.9% vs.
44.5%). To ensure our findings were not merely driven by partici-
pants who initially rejected the connected device, we conducted a
sub-group analysis by re-fitting our model on only those partici-
pants who had initially chosen the connected option (𝑁 = 1, 738).
The results of this analysis were substantively identical to our main
model: the credible intervals for all major predictors showed similar
magnitudes and directionality. This demonstrates that the factors
driving a patient’s decision to disconnect are robust and not simply
an artifact of the initial anchoring effect. Therefore, for clarity, we
present the full model results in our analysis, and the subset model
is provided in Table 8.

Initial choice creates a powerful anchor. The model results
(Figure 4) show that a participant’s initial device choice was the
largest predictor of their later decision. The effect of moving one
level towards the non-connected device on the initial 5-point scale
increased the log-odds of wanting to disconnect by -3.26 (95% CrI: [-
3.02, -3.52]). Of the 746 participants who initially chose “Definitely”
or “Probably” the non-connected device, 82.1% (𝑁 = 612) later se-
lected “Extremely” or “Somewhat” likely to disconnect. Conversely,
of the 1,746 participants who chose “Definitely” or “Probably” the
connected device, 61.4% (𝑁 = 1, 073) were “Extremely” or “Some-
what” unlikely to disconnect. This persistent adherence to the
initial choice underscores the strong anchoring effect that precedes
the vulnerability disclosure.

Safety concerns act as a tipping point towards disconnecting
the device. While anchoring was the dominant effect, the security
impact continued to exert clear influence, as it did on participants’
initial choice (See Section 5.1). Some participants (𝑁 = 315, 31.2%)
who were initially warned that any potential security impact would
be a “data breach” indicated they were “Extremely” or “Somewhat”
likely to disconnect after the vulnerability was disclosed. However,
participants initially told the security impact would be a “safety”
were substantially more likely to disconnect (𝑁 = 872, 52.7%) and
this difference was clear in our regression (𝛽0.96, 95% CrI: [0.52,
1.40]).

As one participant explained, “If the private data is just the
same type of data I can lose now in a data breach, I would be
willing to risk that. . .However, if the hackers can access the actual
workings of the pacemaker, that would be a different situation.”
Similarly, another participant said, “I would consider disabling
the internet connection because the vulnerability is described as
high risk and could lead to a physical safety issue. . . even though
remote monitoring has life saving benefits”. The “safety” framing
dramatically increased the likelihood participants would describe
the risk as “unacceptable” when explaining their reasoning. The
proportion of participants using this code more than doubled from
19.4% in the “data” condition to 38.8% in the “safety” condition
(𝜒2 = 107.93, p < .001). This highlights a critical distinction in

patient risk perception: risks to data are tolerable, while risks to
bodily integrity are not.

Participants questioned why an attack would occur or
whether it would harm them. Some participants seemed to
downplay the likelihood of an attack, questioning an attacker’s
motivation or explicitly saying that no one would want their data
(𝑁 = 312). One participant said, “I just don’t know what benefits a
hacker would receive from getting patient information from a pace-
maker. If this was my bank information at risk, I would absolutely
stop using it but this is patient information in regards to my heart,
and to me the benefits outweigh the risks” and another focused on
who attackers might be, “While it may be possible for the device
to be hacked, the hacker would still need a motive to cause such
problems, especially given the consequences that would befall such
a hacker if caught. Most hacking is either profit motivated, or state
sponsored”. Others expressed little care about being a target or hav-
ing their data stolen (𝑁 = 327), while some explicitly mentioned
that they had previously had data exposed, lessening their concern
(𝑁 = 80). For example, “I chose what I felt was safer. The greater of
the good. I’m personally not too worried about my personal infor-
mation being leaked as it’s leaked already and I think my health
would be more important.” This is something that was observed in
a prior interview study [23], and also the FDA has suggested more
should be done on highlighting when a vulnerability might affect
multiple patients at once, rather than a single device having to be
targeted [38].

Verbosity and who provides the notice appeared to have no
clear effects. In contrast to the stark effect of the security impact,
we did not observe any clear difference in participants’ decisions
based on the specifics of the disclosure notice, i.e., who it came from
and the level of detail. The proportion of participants who were
likely (either “Somewhat” or “Extremely”) to disconnect was lowest
in the verbose conditions (51.8% for FDA Verbose and 49.8% for
MDM Verbose) compared to the standard notice conditions (52.7%
for the provider, 51.4% for the FDA, and 57.3% for the MDM). How-
ever, we did not observe clear differences in our regression when
controlling for other factors (shown in Figure 4.A). The credible
intervals for the main effects of receiving a standard notice from
the FDA (𝛽 = 0.20; 95% CrI: [-0.29, 0.70]) or the MDM (𝛽 = 0.27;
95% CrI: [-0.22, 0.77]) compared to the provider both comfortably
included zero, indicating no discernible difference in their direct
influence. We also did not observe a noticeable difference for the
verbose notices for both the FDA (𝛽 = −0.25; 95% CrI: [-2.33, 1.86])
and MDM (𝛽 = −0.06; 95% CrI: [-2.17, 2.00]).

While the main effects were uncertain, the model revealed a
subtle interaction. Participants in the high health-benefit condition,
i.e., the ability to catch a life-threatening event quickly, who also
received a verbose disclosure from the FDA, were slightly more
likely to report wanting to disconnect their device (𝛽 = 0.53; 95%
CrI: [0.00, 1.04]). This finding suggests a potential backlash effect:
the combination of high clinical stakes and a detailed, formal gov-
ernment warning may have amplified the perceived severity of the
vulnerability, overriding the benefit of remote monitoring. Nonethe-
less, this subtle interaction does not change the primary finding
for this research question: communication factors like source and
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Figure 4: A coefficient plot illustrating the main effects from the Bayesian cumulative ordinal regression model predicting the
likelihood of disconnecting the connected device. The full regression results can be found in Table 7. Each point represents the
median of the posterior distribution for the 𝛽 coefficient (log-odds), while the horizontal lines span the 95% CrI. Values greater
than zero are more likely to disconnect the device compared to the base case (given below the factor name in each sub-figure),
and those less than one are less likely to disconnect the device. Predictors coloured in solid blue have credible intervals that do
not overlap with zero, indicating a clear, discernible effect on patient choice. Grey dashed predictors have credible intervals
that contain zero, meaning we cannot be certain of their effect’s direction.

verbosity were far less influential than the participant’s anchored
initial choice and the fundamental framing of risk as a threat to
physical safety.

Indications that the risk of an exploit of the vulnerability was
‘high’ or had been ‘low’ and then was ‘unsure’ increased the
likelihood to of disconnecting. The proportion of participants
who were at least “Somewhat” likely to disconnect rose from 33.9%
in the stable low-risk condition (i.e., participants were initial told
the risk of exploitation was low and were again told the risk was
low in the disclosure) to 52.1% when the likelihood of exploitatoin
rose from low (initially) to high (at disclosure) and to 52.8% when
the likelihood of exploitation rose from unsure (initially) to high
(at disclosure). These differences are clear in our regression as,
compared to the baseline where risk remained low throuhgout,
participants who were told the risk was low and is now high (i.e.,
Low/High condition 𝛽 = 0.74; 95% CrI: [0.21, 1.27]) and those who
were told the provider was unsure and now believed the risk was
high (i.e., Unsure/High condition 𝛽 = 0.57; 95% CrI: [0.03, 1.10])
were substantially more likely to opt for disconnecting their device.

Continued uncertainty was also treated as a strong negative
signal. A considerable portion of participants (45.2%) who were
initially told the information provider was unsure about the risk
of exploitation and continued to be unsure in the vulnerability dis-
closure, reported being at least “Somewhat” likely to disconnect, a

level approaching the conditions where risk was deemed high in dis-
closures. The model confirms this, showing these participants were
clearly more likely to disconnect than those in the stable low-risk
condition (𝛽 = 0.60; 95% CrI: [0.06, 1.13]). However, only 38.7% of
participants who were first told the risk was low, then informed that
there was an unsure risk of exploitation in the disclosure, reported
being at least “Somewhat” likely to disconnect. There was no clear
difference between this condition and the stable low-risk condition
in the regression (𝛽 = 0.18, 95% CrI: [-0.35, 0.71]). This suggests
that the initial risk priming has some effect on participants’ reac-
tions after disclosure, as they appear to default to a more skeptical
view when given ambiguous information, but adopt an optimistic
perspective when a specific indication is initially provided.

Patient trust and security posture, but not demographics,
continued to influence decisions. The internal patient attributes
that were predictive of the initial device choice continued to shape
decision-making after the vulnerability disclosure. For every one
standard deviation increase in WFPT scores (healthcare provider
trust), the log-odds of wanting to disconnect decreased by 0.11
(95% CrI: [-0.19, -0.03]). This suggests that a strong patient-provider
relationship can serve as a buffer against alarm when new risks
emerge. Conversely, a higher SA6 predicted a greater likelihood of
wanting to disconnect (𝛽 = 0.13; 95% CrI: [0.05, 0.21]), reinforcing
that participants with stronger security attitudes remained more
cautious throughout the scenario. For example, one participant
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mentioned wanting to consult with their provider before deciding
to switch, “I’m not sure that I would without first discussing the
option with my physician.”

In contrast to the initial choice, most other prior experiences and
demographic factors had no discernible effect on this subsequent
decision. We did not observe a clear difference between participants
who reported having a PCP and those reporting no PCP (𝛽 = 0.06;
95% CrI: [-0.61, 0.73]) or having seen medical specialists (𝛽 = −0.09;
95% CrI: [-0.24, 0.06]). Additionally, we did not observe a clear
effect on participants’ disconnection decision based on education
(𝛽 = −0.00; 95% CrI: [-0.18, 0.18]), or age (𝛽 = −0.59; 95% CrI: [-
1.78, 0.62]). The only clear difference we observed for participants’
medical device experience was that participants who knew a friend
or family member with a medical device were slightly more likely
to indicate that they would disconnect the device after disclosure
(𝛽 = 0.19; 95% CrI: [0.03, 0.36]). However, this makes sense in that
while they have familiarity with devices, they may not understand
the benefits of these devices on quality of life as readily as caregivers
or patients who have been previously prescribed a medical device,
and so are more willing to disconnect the device.

Summary of Vulnerability Response (RQ2).
• Anchoring effects: Initial device choice is the single strongest
predictor of post-vulnerability behavior. Post-market disclosures
serve more as a nudge for the already hesitant rather than a reset
of the decision.

• Safety as a tipping point:While data privacy risks are often tol-
erated, risks to physical safety override the benefits of connectivity
for a significant portion of participants.

• The “Not a Target” mental model: Qualitative responses reveal
a persistent belief among patients that they are not high-value
targets for attackers, which dampens the urgency of security warn-
ings.

5.3 Confidence After Vulnerability Disclosure
(RQ3)

Our final research question addressed how a vulnerability disclosure
impacts patient confidence in both the security and clinical aspects
of their device. Figure 5 summarizes participants’ confidence in
the information about the security and clinical necessity of the
medical devices presented by the experimental condition. Overall,
confidence in the security information remained stable before and
after disclosure (85.4% and 82.3% reported at least moderate confi-
dence in device security, respectively). Additionally, confidence in
the clinical information remained high both before and after the
disclosure (91.9% and 92.6%, respectively, were at least moderately
confident). This seems an obvious result, as we only provided up-
dates to the security information in the disclosure, so we would not
expect to see a change in clinical confidence. However, it is possible
there could have been some leakage in confidence effects (i.e., a
participant begins to distrust all information because some of it was
proven incorrect). Luckily, we did not observe this leakage effect
from vulnerability disclosure, as there was no clear difference in
clinical confidence between responses before and after disclosure
in the model (𝛽 = 0.09; 95% CrI: [-0.30, 0.51]).

Disclosures that do not indicate exploit likelihood decrease
confidence in some cases. We identified a clear negative inter-
action in the clinical confidence model. For participants in the
“Unsure/Unsure” vulnerability condition, receiving a verbose no-
tice from the manufacturer was associated with a clear decrease in
their confidence in the device’s clinical aspects (𝛽 = −1.40, 95% CrI:
[-2.76, -0.06]). This suggests a potential backlash: when a patient
is already operating in a state of high uncertainty, a long, detailed
letter from the company that made the potentially flawed device
may be perceived not as helpful transparency, but as corporate dam-
age control, which in turn erodes trust in the device’s fundamental
clinical function. We also observed this in our qualitative data; 61
participants mentioned distrusting the MDM after the disclosure.
For example, one participant said “How do I know that the info
is accurate? Companies have a vested interest in keeping product
flaws quiet.”

We also observed some indications that the uncertainty of exploit
likelihood in the disclosure had a marginally negative effect on
security confidence. First, participants who were initially told the
risk was low and then told it was unsure showed a slight decrease
in their security confidence over time compared to the baseline
change (𝛽 = −0.32; 95% CrI: [-0.68, 0.04]). We saw a similar effect
for participants told the risk was unsure initially and remained
unsure after disclosure (𝛽 = −0.27, 95% CrI: [-0.63, 0.09]). However,
neither of these effects was observed to be clear, as they slightly
overlap with zero.

Internal attributes, not external factors, drive baseline con-
fidence. As with device choice, a patient’s baseline confidence
was overwhelmingly predicted by their internal attributes (Fig-
ure 5.F) rather than the external communication factors (Figure 5.A-
E). Physician trust (WFPT) and security attitudes (SA6) were power-
ful predictors of higher confidence in both the clinical and security
domains. For every one standard deviation increase on the WFPT
scale, the log-odds of being more confident increased by 0.91 for
clinical (95% CrI: [0.75, 1.08]) and 0.69 for security information (95%
CrI: [0.55, 0.84]). The effect for SA6 was similarly large. For every
one standard deviation increase on the SA-6 scale, the log-odds of
being more confident increased by 0.93 for clinical (95% CrI: [0.76,
1.10]) and 0.78 for security information (95% CrI: [0.63, 0.93]). This
demonstrates that patients with high intrinsic trust and security
engagement feel more confident in navigating complex health tech-
nology information. Conversely, and perhaps counter-intuitively,
higher levels of education were associated with lower confidence
in both the security (𝛽 = −0.67, 95% CrI: [-1.01, -0.32]) and clinical
information (𝛽 = −0.57, 95% CrI: [-0.97, -0.19]), perhaps reflecting
a greater awareness of unknown complexities.

Verbose disclosures increased confidence in some cases; the
FDA improved security confidence, while MDM improved
clinical confidence. While we did not observe any large changes
in security or clinical confidence after disclosure, when compar-
ing the different characteristics of disclosure conditions, we did
observe some clear effects when a more verbose description of
the vulnerability was presented. However, this was not uniform
across providers and types of confidence. First, participants shown
the verbose disclosures with information provided by the FDA
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Figure 5: A coefficient plot visualizing and comparing the main effects from two Bayesian cumulative ordinal regression models
predicting patient confidence in the information about security (blue) and clinical necessity (red). The full regression results
can be found in Tables 9 and 10. Each point represents the median of the posterior distribution for the 𝛽 coefficient (log-odds),
while the horizontal lines span the 95% CrI. Values greater than zero indicate a higher level of confidence compared to the base
case (shown below the feature name at the top of each sub-figure). Solid points and lines indicate a clear, discernible effect
where the credible interval does not overlap with zero, while faded dashed points and lines represent uncertain effects.

reported clearly higher security confidence after disclosure com-
pared to those shown a non-verbose disclosure and told that their
healthcare provider was the information source. The proportion of
participants who reported at least moderate confidence in device
security rose from 83.6% to 84.9% after disclosure for participants
shown the verbose disclosure from the FDA, compared to a change
from 87.5% to 84.2% for participants shown standard disclosures
from the healthcare provider (with a safety impact). This difference
can be seen in the interaction between the time when participant
security confidence was recorded (i.e., post-disclosure) and the dis-
closure verbosity and source (𝛽 = 0.58, 95% CrI: [0.15, 1.00]). We
visualize this interaction result in Figure 6.

Similarly, we found a second clear effect for clinical confidence
with verbose disclosures from the MDM. The proportion of partic-
ipants who reported at least moderate confidence in the device’s
clinical necessity rose from 90.3% to 90.9% after disclosure for par-
ticipants shown the verbose disclosure from the MDM, compared
to a change from 92.6% to 92.8%. This difference can be seen in the
interaction between the time when participants’ clinical confidence
was recorded (i.e., post-disclosure) and the disclosure verbosity and
source (𝛽 = 0.58, 95% CrI: [0.15, 1.00]). Additionally, while the same

interaction effect for the verbose MDM disclosure did not indicate
a clear difference in the security confidence regression (𝛽 = 0.40,
95% CrI: [-0.03, 0.82]), it only slightly crossed 0. Together, these
results regarding disclosure verbosity suggest that detailed com-
munication, particularly from the entity that made the device, can
bolster both security and clinical trust. This finding demonstrates
that transparency about security risks does not need to undermine
a patient’s trust in the clinical value of their care.

Participants’ open-ended responses also supported this result.
One participant, who was assigned the verbose disclosure from
the FDA, wrote, “I feel very confident in the information about
the pacemaker because the email that was sent to the patients was
very detailed and it honestly reflected how significant a risk it actu-
ally is having the device connected to the Internet. The email also
provided further information on how patients could reduce their
risk by following some cybersecurity precautions.” Comparatively,
a participant who did not receive a verbose disclosure said they
wamted more information that included the specifics that are being
done to mitigate it, “I remain only moderately confident; while I un-
derstand a vulnerability exists with low risk of data theft, I still lack
detailed information regarding the nature of the vulnerability, the
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Figure 6: A coefficient plot visualizing the confidence following the vulnerability disclosure, comparing the effect of different
notice types on Security confidence (blue) and Clinical confidence (red). The plot displays the posterior distributions for the
key interaction terms from our models (full results in Tables 9 and 10). Each point represents the median of the posterior
distribution for the 𝛽 coefficient, while the horizontal lines span the 95% CrI. Values credibly greater than zero indicate that a
specific notice type produced a larger increase in confidence compared to the baseline (a standard notice from the provider).

specific measures being taken to address it.” Further, participants
shown the verbose disclosures were statistically significantly less
likely than those shown non-verbose disclosures to describe the
disclosure as “incomplete” when asked to explain their indicated
level of confidence (12.9% vs. 18.8%, respectively; 𝜒2 = 11.84, p <
.001).

Direct personal experience bolsters clinical, but not security,
confidence. As shown in Figure 5.D, participants who reported
having previously been prescribed a medical device were clearly
more confident in their understanding of the clinical information
(𝛽 = 0.91, 95% CrI: [0.25, 1.59]). The majority of these partici-
pants reported at least moderate confidence in the clinical necessity
information provided before (94.4%) and after (95.1%) disclosure
compared to participants with no medical device experience (92.0%
before and 92.2% after). However, this same experience had no dis-
cernible effect on their confidence in the security information, and
we did not observe any other clear effects between participants
with less direct experience with medical devices or based on their
experience with medical providers (Figure 5.E).

Summary of Post-Disclosure Confidence (RQ3).
• Transparency builds confidence: Detailed, verbose disclosures
from regulators (FDA) increased patient security confidence.

• No clinical spillover: Vulnerability disclosures did not erode
patients’ confidence in the clinical necessity of the device, sug-
gesting patients can distinguish between security hygiene and
clinical validity.

• Internal drivers: As with device choice, a patient’s baseline trust
in their physician and security attitudes are stronger predictors of
their confidence levels than the external communication materials.

6 Discussion
Our study reveals a clear delineation of factors that influence a
patient’s decision-making process for connected medical devices.
The findings demonstrate that a patient’s internal attributes, par-
ticularly their trust in their physician and their framing of risk in
terms of physical safety, are far more influential than the external
characteristics of how risk information is communicated, such as
its source or level of detail. Furthermore, we find that the initial
decision to adopt a device creates a powerful psychological anchor
that is difficult to shift, even when new risk information is intro-
duced. Counter-intuitively, our results also suggest that greater
transparency in the form of detailed vulnerability disclosures can
enhance, rather than erode, patient confidence.

These findings must be contextualized within the broader land-
scape of HCI and medical security research. While Tully et al. pro-
posed the theoretical necessity of “cybersecurity informed con-
sent” [76], our work provides the first large-scale empirical opera-
tionalization of this concept. We demonstrate that the theoretical
ideal of a patient weighing all source information equally does not
match the empirical reality: patients rely heavily on trusted heuris-
tics (the physician) rather than processing new information sources
(the FDA/MDM) independently. Consequently, the complexity of
the regulatory ecosystem is, for the patient, effectively treated as a
single channel of trust: their provider. Our results should be inter-
preted as exploratory evidence mapping these perceptions, offering
parameters for future experimental designs rather than definitive
behavioral predictions.

In this section, we discuss the biggest takeaways from our work,
followed by the practical implications of these findings for three key
groups: clinicians who conduct the consent process, regulators and
manufacturers who oversee device safety and communication, and
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researchers who seek to further improve the security and usability
of medical systems.

6.1 Rethinking the Knowledge Deficit Model in
Security Consent

Our findings suggest a fundamental misalignment between the
current regulatory approach to patient communication and the em-
pirical reality of patient decision-making. The prevailing strategy,
the “knowledge deficit model” in science communication theory,
assumes that risk-averse behavior stems from a lack of technical
knowledge, and that providing patients with accurate, authoritative
data (e.g., from the FDA or MDM) will enable them to perform a ra-
tional risk calculation [27, 37, 68]. However, our data reveal that this
model misses important nuances in the context of cybersecurity-
informed consent, including the reliance on trust in the provider,
and that the type of impact leads to different decision-making.

The Failure of Direct-to-Patient Authority. Participants’ decisions
were overwhelmingly predicted by their baseline trust in their
physician [35]. We found that the source of the information (FDA,
MDM, or Provider) had no discernible effect on the initial decision.
This implies that patients treat the complex regulatory ecosystem
as a “black box”; they do not independently evaluate the credibility
of a federal regulator versus a manufacturer. Instead, they rely
on the clinician as a trusted proxy to filter this complexity. The
current FDA framework relies on direct-to-patient notices to inform
risk [37], but our work suggests patients interpret risk through the
lens of their physician. Therefore, the current framework likely
does not utilize an essential component for patient decision-making
and confidence, the provider.

Unfortunately, incorporating providers into this process presents
a challenge as prior work has shown providers lack the security ex-
pertise to evaluate that risk [80]. Our work suggests it is important
to help educate providers so they can provide this type of support.
However, we are not suggesting the FDA, HHS, or other healthcare
organizations seek to make all providers cybersecurity experts, as
this is not a viable solution. Instead, it is important that the FDA
focus on providing vulnerability information tailored to educating
providers, not patients, about potential medical risks and allow
providers to translate those medical risks to their patients’ specific
context, as they already do with more traditional health risks.

Operationalising the Safety Threshold. Furthermore, our results
identify a distinct “safety threshold” in patient heuristics, extend-
ing prior qualitative work on patient values [23]. The shift from
data privacy risk to physical safety risk increased the likelihood
of disconnecting (𝛽 = 0.96), suggesting that patients operate on a
tiered model of risk tolerance rather than making linear trade-offs.
In this hierarchy, data privacy risks are often viewed as tolerable
low-impact events that align with the “I’m not a target” mental
models found in prior medical device work [23], and broader secu-
rity literature [11, 61]. Conversely, physical safety risks constitute
an intolerable situation that triggers an immediate defensive re-
sponse. This sharp behavioral divergence confirms that patients
view device cybersecurity not just as an information problem, but
as a critical patient safety “never event” [45].

Current disclosures often conflate these, presenting “cybersecu-
rity risk” as a monolithic concept [37]. To support informed consent,
communication frameworks must explicitly categorize vulnerabili-
ties into these two distinct buckets, rather than relying on technical
severity scores, which do not map cleanly to this patient-centric
mental model.

6.2 Recommendations for Clinicians
The patient-provider relationship is the bedrock upon which con-
sent is built. Our findings point to several actionable strategies for
clinicians navigating cybersecurity discussions.

Prioritise the trust heuristic over communication details.
The most powerful predictor of a patient’s willingness to adopt a
connected device was their baseline trust in their provider. This
indicates that when faced with unfamiliar cybersecurity risks, pa-
tients fall back on a known, trusted heuristic: the guidance of their
clinician. The informed consent process for these devices is there-
fore not just a technical explanation but a relational act. Efforts
to maintain and build this trust are paramount, as it serves as the
primary lens through which patients will evaluate complex risk-
benefit trade-offs.

Frame risk around the safety threshold. The distinction be-
tween a risk to data and a risk to physical safety was the most
potent communication factor in our study. Clinicians should be
aware that patients possess a clear mental threshold; risks of data
breaches are often viewed as a manageable, almost familiar, incon-
venience, whereas the potential for physical harm is a clear tipping
point. Consent conversations should explicitly address this distinc-
tion, clarifying what a “hack” could mean in concrete terms for the
patient’s bodily integrity versus their personal information.

Leverage the initial conversation. Our results show that a pa-
tient’s initial choice is remarkably “sticky” due to a powerful an-
choring effect. This places immense importance on the initial con-
sent conversation as the highest-leverage moment in the decision-
making process. Post-market disclosures serve more as a nudge for
the already hesitant rather than a full reset of the decision. There-
fore, ensuring the first conversation is clear and addresses the safety
threshold is the most effective way to achieve meaningful informed
consent.

6.3 Recommendations for Regulators and
Manufacturers

Our findings both reinforce and add critical nuance to existing
federal guidance, providing empirical evidence to help shape future
communication strategies that better align with how patients make
decisions [27].

Embrace verbosity and transparency. The FDA’s guidance cor-
rectly encourages “clear and plain language” but worries that tech-
nical jargon can confuse patients [37]. However, our results suggest
that detail, when well-presented, is beneficial. A key, counterintu-
itive finding from our study is that detailed, verbose vulnerability
disclosures increased patient confidence, particularly when issued
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by the FDA. This provides empirical support for the idea that trans-
parency builds trust. The common fear that providing more detail
will only confuse or frighten patients is not supported in our data.
Therefore, regulators push manufacturers beyond minimalistic dis-
closures and toward providing richer information about risks and
mitigations, as we expect it will empower, not alarm, patients.

Highlight that security disclosures do not erode clinical trust.
The FDA guidance recommends a “balanced discussion between
risk and benefits,” especially for life-saving devices [37]. Our study
suggests this balance is achievable. We found no negative spillover
effect; a vulnerability disclosure had no discernible impact on a
patient’s confidence in the clinical necessity of their device. This
evidence should embolden the entire ecosystem to adopt more
proactive and open communication.

6.4 Directions for Future Research
This study opens several avenues for future work at the intersection
of HCI, usable security, and clinical practice.

EHR-Integrated Device Dashboards. Future work should ex-
plore the integration of device security information directly into
patient-facing Electronic Health Record (EHR) portals (e.g., My-
Chart). This leverages the trust patients have in their providers,
and because the source of the information has little effect, pre-
senting it as coming from the provider does not directly affect a
patient’s decision-making. Just as patients currently view phar-
maceutical prescriptions and lab results within these portals, a
dedicated Device tab could provide a centralized inventory of a
patient’s implanted hardware and real-time vulnerability status.
However, designing this interface presents a critical challenge re-
garding the timing of information delivery. Much like the tension
observed with the 21st Century Cures Act—where patients may
access sensitive diagnostic results (e.g., oncology reports) before a
clinician can provide context—pushing raw vulnerability data to
a patient without clinical mediation risks inducing unnecessary
panic. Future studies must therefore investigate design patterns
that balance transparency while ensuring that technical alerts are
synchronized with provider availability to prevent the “stumbling
upon” of alarming information in isolation.

Centralized Vulnerability Reporting Channels. Additionally,
we see an opportunity to investigate the efficacy of using the patient
portal as a centralized middleware for reporting issues to MDMs
and regulators. Currently, the reporting ecosystem is fragmented,
requiring patients to navigate unfamiliar external portals to contact
an MDM or the FDA. By embedding these reporting mechanisms
within the hospital’s existing digital infrastructure, the system can
leverage the “trust transfer” effect observed in our results, in which
the high baseline trust in the provider extends to the tools hosted
within the ecosystem.While this architecture places a greater imple-
mentation burden on hospitals, it significantly reduces the cognitive
load on the patient. Research is needed to quantify whether this
centralization enhances the volume and quality of patient-initiated
adverse event reporting, effectively utilizing the hospital’s digital
environment to bridge the gap between patients, manufacturers,
and regulators.

Addressing “I’m Not a Target” and multi-patient harm. A
recurring theme in our qualitative data, consistent with prior
work [23], was patients’ belief that an attacker would not per-
sonally target them. This belief is fundamentally misaligned with
the modern threat landscape, where attacks are often designed
for scale, creating the potential for multi-patient harm. This shift
from targeted single-patient exploits to systemic risk is now a pri-
mary concern for regulators, with recent FDA pre-market guidance
explicitly requiring manufacturers to address threats that could
impact multiple devices at once [38]. There is now a critical gap
between the patient’s mental model (“Why would anyone target
me?”) and the regulator’s core concern (systemic, multi-patient
risk). Future research is needed to develop communication strate-
gies to help patients understand this concept of scalable risk, thereby
aligning their perceptions with the reality of the modern threat
landscape. Future work can bridge this gap by adopting a cyber
public health framework, a concept explored by organizations like
CyberGreen to help differentiate between singular incidents and
systemic risks [1, 6]. Communicating these vulnerabilities as being
analogous to one’s susceptibility to a widespread illness like the
flu, rather than a targeted attack, may be a crucial step in aligning
patient risk perception with the reality of these scalable threats.

Patient-engaged Threat Modeling. Finally, our results highlight
a disconnect between the technical view of risk and the patient
view of safety thresholds. The issue of integrating safety into secu-
rity risk assessments has been identified in prior work looking at
medical device security [74]. Future research should engage with
patient-led advocacy groups, such as the Light Collective (a non-
profit dedicated to advancing the collective rights and voices of pa-
tient communities in health technology), to co-design vulnerability
communications. Our data shows that patients can digest verbose,
transparent information without panic; engaging them directly in
the threat modeling process could further align technical disclo-
sures with patient values. Crucially, this engagement is necessary to
define the ethical boundaries of “context-aware” or “personalized”
interventions. While dynamic tailoring is an effective strategy in
general-purpose usable security [49, 58, 63], its application in clini-
cal informed consent risks violating the ethical principle of equal
access to information. An algorithmic approach that dynamically
filters or simplifies risk disclosures for specific demographics could
inadvertently institutionalize information asymmetries, ensuring
that only certain patients receive the full fidelity of clinical risk data.
Future frameworks must therefore balance usability with equity,
ensuring that efforts to reduce cognitive load do not exacerbate
existing health disparities.

Conducting longitudinal and in-situ studies. Our study relied
on a vignette-based survey, which provides high internal validity
but may not fully capture the complexities of real-world decision-
making. Longitudinal studies that follow actual patients from the
point of consent through their experience of living with a con-
nected device are needed. Such research could explore how patient
attitudes, concerns, and decisions evolve over months or years,
and whether the powerful anchoring effect we observed persists
over time. Furthermore, future qualitative work should seek out
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and interview patients who have been directly impacted by real-
world cybersecurity events, such as the recall of Medtronic’s Min-
iMed insulin pumps [54], to understand their lived experiences and
decision-making processes. Our work enables these future studies
by providing specific, previously unknown insights into patient
decision-making. We now know to focus on measuring a patient’s
baseline trust in their physician, as our results show it outweighs
the influence of an information source’s formal authority (e.g., the
FDA), and to track the powerful anchoring effect of their initial
choice. Critically, our discovery that detailed vulnerability disclo-
sures can increase confidence rather than cause panic provides a
validated, ethical path forward for discussing these sensitive topics
with patients in a real-world setting.
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A Survey
This appendix contains the full text of the survey presented to
participants. Before the initial questions, participants were given a
copy of our consent form and asked to affirm their eligibility and
willingness to participate.

Initial Questions

QProviders. Have you ever interacted with the following types of
medical providers? Please select all that apply.

◦ Primary Care Provider
◦ Cardiologist
◦ Electrophysiologist
◦ Endocrinologist
◦ Neurologist
◦ None of the above

QTrust (Wake Forest Physician Trust Scale).We want to under-
stand your relationship with YOUR medical provider(s), i.e., your
Primary Care Provider or other providers you routinely see. Please
rate your level of agreement with the following statements. (5-point
Likert scale from Strongly Disagree to Strongly Agree)

(1) Your provider will do whatever it takes to get you all the
care you need.

(2) Sometimes your provider cares more about what is conve-
nient for him/her than about your medical needs.

(3) Your provider’s medical skills are not as good as they should
be.

(4) Your provider is extremely thorough and careful.
(5) You completely trust your provider’s decisions about which

medical treatments are best for you.
(6) Your provider is totally honest in telling you about all of the

different treatment options available for your condition.
(7) Your provider only thinks about what is best for you.
(8) Sometimes your provider does not pay full attention to what

you are trying to tell him/ her.
(9) You have no worries about putting your life in your

provider’s hands.
(10) All in all, you have complete trust in your provider.

Scenario: Pacemaker Installation
[The following text was presented to participants. The italicized por-
tions in brackets represent the text that was varied according to the
participant’s randomly assigned experimental condition.]

We are going to ask you some questions about how you would
make decisions about using medical devices.

We want you to imagine that you have been diagnosed with
a heart block, which means that your heart has trouble passing
electrical impulses across your heart. This can cause you to have
a shortness of breath and cause chest pain as some of the symp-
toms, but it can also lead to heart failure if not effectively managed.
Because of this, your medical provider, i.e., the provider that you
routinely see, has said that you require a pacemaker.

Your provider is recommending that you use a new pacemaker
that is Internet-connected and can be remotely monitored by your

https://doi.org/10.1001/amajethics.2021.705
https://doi.org/10.1145/3290605.3300424
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care team, which <Health Information>. The health risks associated
with this device are minimal. Additionally, because this device can
connect to the Internet, <Party Providing Information> explains <Se-
curity Information> that could be hacked. If the device was hacked,
it could lead to <Impact of Attack>. The FDA has approved the
clinical use of this device to treat heart blocks.

There are alternative therapies available to treat this condi-
tion, and your provider explains that you have the option of a
non-connected pacemaker. However, <Health Information Non-
Connected>, as the device cannot be remotely monitored or con-
trolled, you will need to see your provider on a more frequent basis.
This pacemaker is very unlikely to be hacked as it is not connected
to the Internet. Like the Internet-connected device, this has been
approved by the FDA for the treatment of your condition.

QInstall-1.Which of the two devices would you choose to use?
◦ Definitely the Internet and smartphone connected device
◦ Probably the Internet and smartphone connected device
◦ Either the Internet and smartphone connected device or the
non-connected device

◦ Probably the non-connected device
◦ Definitely the non-connected device

QInstall-2. How confident are you in your understanding the clini-
cal need for the pacemaker? (5-point Likert scale from Not confident
at all to Extremely confident)

QInstall-3. How confident are you in your understanding of the
security of the pacemaker? (5-point Likert scale from Not confident
at all to Extremely confident)

QInstall-4. Please briefly explain why you feel confident or not
confident in the information about the pacemaker. (Free text re-
sponse)

QInstall-5.Which of the following would you want to know more
about the security of the pacemaker? Please select all that apply.

◦ Things that you can do to minimize the potential for hackers
to access your pacemaker

◦ How the <Party Providing Information> made their assess-
ment

◦ What other groups have evaluated the security of the pace-
maker

◦ More details on what would happen in the worst-case if the
pacemaker was hacked

◦ Other: [Free Text]
◦ I do not need more information about the security of the
pacemaker

Scenario: Vulnerability Disclosure
[The following text was presented to participants. The italicized por-
tions in brackets represent the text that was varied according to the
participant’s randomly assigned experimental condition.]
Now, assume you have chosen to use the Internet-connected pace-
maker. Some time after you have been using the device, you are
informed by <Party Providing Information> that a cybersecurity vul-
nerability has been discovered in the device and that <Vulnerability

Information> could be hacked. If the device was hacked, it could
lead to <Impact of Attack>.
As a reminder, the Internet-connected pacemaker <Health Informa-
tion>.

[For participants assigned the verbose condition, the text above was
modified to the following.]
Now, assume you have chosen to use the Internet-connected pace-
maker. Some time after you have been using the device, your
provider gives a letter from the <Party Providing Information> that
a cybersecurity vulnerability has been discovered in the device
and that <Vulnerability Information> could be hacked, which could
lead to <Impact of Attack>. As a reminder, the Internet-connected
pacemaker <Health Information>. Here is the letter you received:

Dear Patient,
[For FDA Notice] The FDA is warning patients and health
care providers that certain pacemakers have a potential
cybersecurity vulnerability related to their wireless con-
nectivity. You are receiving this letter because our records
indicate you have an affected pacemaker.
[For MDM Notice] You are receiving this letter because our
records indicate you have a pacemaker that we manufac-
tured. Because your safety is our top priority, we are making
you aware of a potential cybersecurity risk.
Potential Cybersecurity Risk
These pacemakers are designed to communicate using a
wireless radio frequency (RF) with other devices, such as
your homemonitoring system and clinic programmers. This
remote monitoring allows your doctor to receive important
health data without requiring an in-person visit.
Security researchers have identified a potential cybersecu-
rity vulnerability related to the wireless feature on these
pacemakers. An unauthorized person could potentially con-
nect wirelessly to a nearby pacemaker to change its settings
and control pacing therapy. This could lead to a danger-
ously slow heart rate (bradycardia) if pacing is stopped,
or other dangerous heart rhythms if pacing is delivered
inappropriately.
[For FDA Notice] IMPORTANT NOTE: The FDA has worked
with the medical device manufacturer and determined that
<Vulnerability Information> could be hacked.
[For MDM Notice] IMPORTANT NOTE: We have deter-
mined that <Vulnerability Information> could be hacked.
Cybersecurity Precautions for All Patients

◦ Keep your home monitor and any other pacemaker-
related equipment in your personal control at all
times.

◦ Do not share your pacemaker’s serial number.
◦ Be attentive to any device alerts, vibrations, or notifi-
cations from your home monitor.

◦ Report any new or unexpected symptoms (e.g., dizzi-
ness, fainting, palpitations) to your doctor immedi-
ately.

◦ Only use software and home monitoring equipment
that your care team has provided.
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◦ Disconnect your home monitor from your computer
or internet connection when not in use.

[All participants saw the text below]

QVuln-1. Assume there is no cost and no surgery is required to
disable the Internet connection on the pacemaker, which would
remove the benefits of remote monitoring and <Health Information
Non-Connected>. This would involve a one-time short appointment
with your medical provider. How likely are you to disable the In-
ternet connection on the pacemaker? (5-point Likert scale from
Extremely unlikely to Extremely likely)

QVuln-2.Why would or would you not disable the Internet con-
nection after hearing about this vulnerability? (Free text response)

QVuln-3.How confident are you in your understanding the clinical
need for the pacemaker? (5-point Likert scale from Not confident at
all to Extremely confident)

QVuln-4. How confident are you in your understanding of the
security of the pacemaker? (5-point Likert scale from Not confident
at all to Extremely confident)

QVuln-5. Please briefly explain why you feel confident or not con-
fident in the information about the pacemaker? (Free text response)

QAttention. In the description above, which group told you about
the vulnerability for this device?

◦ Your medical provider
◦ The manufacturer of the device
◦ A government agency (such as the FDA)
◦ An internet company

QSources. For each of the following possible information sources,
please indicate how likely you would be to trust cybersecurity
information about medical devices they shared. (5-point Likert scale
from Extremely unlikely to Extremely likely)

• Healthcare Providers (e.g. Physicians or Nurse Practitioners)
• Friends/family
• Social media users I follow
• Healthcare specific websites (e.g. WebMD or Healthline)
• AI chat bots (e.g. ChatGPT or Claude)
• The government (such as the FDA)
• Other: [Free Text]

Demographics
In the next section, we are going to ask you questions about your
prior exposure to medical devices and your security perceptions.

QMed-Experience. Have you, someone you care for, or a close
friend or family member ever been prescribed a medical device?

◦ Yes, I have been prescribed a medical device
◦ Yes, someone I care for has been prescribed a medical device
◦ Yes, a close friend or family member has been prescribed a
medical device

◦ No

SA-6. For the following statements wewant you to think about your
general security practices. Please indicate your level of agreement or
disagreement. (5-point Likert scale from Strongly Disagree to Strongly
Agree)

(1) I seek out opportunities to learn about security measures
that are relevant to me.

(2) I am extremely motivated to take all the steps needed to keep
my online data and accounts safe.

(3) Generally, I diligently follow a routine about security prac-
tices.

(4) I often am interested in articles about security threats.
(5) I always pay attention to experts’ advice about the steps I

need to take to keep my online data and accounts safe.
(6) I am extremely knowledgeable about all the steps needed to

keep my online data and accounts safe.

QAge. How old are you? (Response options: 18-24, 25-34, ..., 85 or
older, Prefer not to answer)

QRace. How would you describe your race? (Select all that apply)

QLatino. Do you identify as Hispanic or Latino?

QGender.What term best describes you? (Response options: Female,
Male, Non-Binary, Other, Prefer Not To Answer)

QEducation. What is the highest grade or year of school you
have completed? (Response options: Less than high school/no GED,
..., Advanced degree, Prefer not to answer)
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B Additional Data Related to Results
B.1 Codebooks

Table 4: Codebook for why participant felt confident (pre- and post-disclosure).

Concept Name Definition

Occupation/Prior Knowledge

Familiar with Technology Has some familiarity with technology either through a job or personal experience.
Familiar with Security Has some familiarity with security or cybersecurity.
Prior medical experience Either personal, familial, or friend relationship with medical experience.
Knowledge matches previous experience Believes that the explanation is sufficient and matches previous experiences.
Knowledge will improve/Can learn Believes their knowledge will improve or that they can learn more.
No Knowledge about Tech No knowledge in tech-related fields.

Trust/Distrust in Authority

Trusts Doctor Believes that the doctor would know best.
Trusts MDM Believes that the medical device manufacturer has the correct information.
Trusts FDA/Government Believes that the government would properly approve the device.
Trust in Device/Security Believes that the device itself is secure and that the company will monitor for vulnerabilities.
Distrust in Doctor Does not believe the information given by the doctor.
Distrust in MDM Does not believe the information given by the device manufacturer.
Distrust in Federal Administration Has little faith in the current federal administration.
Wants a second opinion Would want another entity to approve or recommend the device.
Doctor lacks security knowledge Believes the doctor would not know about the technical specifications of the device.

Trust/Distrust in Technology

Trust/Embrace of Technology Has a positive outlook on technology and connected devices.
Scared/Worried about device Psychologically fearful or surprised by the potential of being hacked.
Distrust in Technology Has a distrust or wariness of technology generally.

Information & Knowledge Gaps

Information is clear Believes that the information given is sufficient to make a decision.
Information is incomplete Would want more information in order to make a decision.
Information is confusing Doesn’t believe the information is clear or makes sense.
Technical aspects of device Wants information on device hardware, software, or security features.
Medical aspects of device Wants information on medical or functional complications from the implant.
Cost/Insurance aspects of device Wants information on monetary or financial costs of the device.
Misconception that device was hacked Believes that the device has already been hacked and made the decision on that assumption.

General Risk Perception (Not Worried)

Not Concerned Is not concerned about attackers or believes the chances are very low.
Risks are manageable Believes that they or the device can manage the security risks.
Data leak won’t hurt them Belief that a data breach won’t hurt them.
Low Likelihood of being hacked Disbelief in the value of their own information.
Unclear attacker motivation Confusion about why someone would want to attack them.

Cost-Benefit Analysis

Benefits Outweigh Costs Believes the benefits of the device outweigh the costs of a potential vulnerability.
Costs Outweigh Benefits Believes the costs of hackers accessing the device outweighs the benefits.
Condition/Benefits are too low Doesn’t believe that their condition needs an internet-connected pacemaker.
Internet is not available The internet is not available where they live or travel.

Table 5: Codebook for why participants did/did not disconnect the device.

Concept Name Definition

Privacy-Related Concerns

Values privacy Belief that their data is important to keep private.
Low value on privacy Belief that their data is not that important to keep private.
Privacy has already been breached Believes their data is already exposed so it doesn’t matter.

Risk Tolerance

Benefits outweigh fear Believes that their health is more important than their data being vulnerable.
General low trust Has low trust in the government, doctor, and MDM about the device.
Unacceptable risk The fear of the device or lack of benefits means that it is not a risk worth taking.
Depends on type of data Answer changes depending on the type of data that would be vulnerable.
Hacking is inevitable Believes that hacking is inevitable no matter what happens.

Specific Fears

General Fear Has a general fear over an unsecured device.
Health Data Afraid that their health data (HIPAA or unspecified) will be exposed.

Continued on next page
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Table 5: (Continued) Codebook for why participants did/did not disconnect the device.

Concept Name Definition

Financial Data Afraid that their financial data will be exposed.
Personal Data Afraid that their personal identifying or contact data will be exposed.
Physical Harm Afraid that physical harm will come from the device.
Access to Internals Believes the attacker would have the ability to change the device’s function.
Not fixable Expresses doubt that the vulnerability can or will be fixed properly.
Ambiguity Aversion The decision is driven by a desire to avoid uncertainty, preferring a known outcome.

Reasons for Not Switching (Not Concerned)

Generally Not Concerned Not concerned about the risk of the vulnerability.
OK with financial data exposure Believes that their financial data being exposed is an acceptable risk.
OK with personal data exposure Believes that their personal data being exposed is an acceptable risk.
OK with health data exposure Believes that their health data being exposed is an acceptable risk.
Can be fixed with update Believes the vulnerability could be patched with a software update.

B.2 Device Choice
Table 6: Posterior summaries for the cumulative logit model of Device Choice. Themodel includesmain effects for all conditions
and covariates, plus all two-way interactions between the primary experimental conditions. Estimates are on the log-odds scale.

Predictor Estimate (𝛽) SE 95% Credible Interval

Main Effects
Notice: FDA 0.25 0.19 [-0.11, 0.61]
Notice: MDM -0.25 0.18 [-0.61, 0.12]
Health: High 0.30 0.17 [-0.04, 0.64]
Attack Likelihood: Unsure -0.42 0.18 [-0.77, -0.07]
Impact: Safety -0.58 0.17 [-0.91, -0.25]
SA-6 (scaled) -0.09 0.04 [-0.16, -0.01]
WFPT (scaled) 0.47 0.04 [0.39, 0.54]
Device Exp: Caregiver 0.25 0.12 [0.02, 0.48]
Device Exp: Knows Someone 0.13 0.08 [-0.04, 0.29]
Device Exp: No Response 0.63 0.41 [-0.17, 1.43]
Device Exp: Prescribed 0.65 0.16 [0.34, 0.96]
Provider Exp: No PCP 1.00 0.34 [0.35, 1.67]
Provider Exp: Specialty 0.07 0.08 [-0.07, 0.22]
Age -0.43 0.54 [-1.47, 0.62]
Education 0.20 0.09 [0.02, 0.38]

Two-Way Interactions
Notice: FDA × Health: High -0.19 0.18 [-0.54, 0.17]
Notice: MDM × Health: High 0.16 0.18 [-0.20, 0.51]
Notice: FDA × Attack Likelihood: Unsure 0.11 0.19 [-0.26, 0.47]
Notice: MDM × Attack Likelihood: Unsure 0.05 0.19 [-0.32, 0.42]
Notice: FDA × Impact: Safety -0.27 0.19 [-0.63, 0.09]
Notice: MDM × Impact: Safety 0.07 0.19 [-0.30, 0.43]
Health: High × Attack Likelihood: Unsure 0.05 0.15 [-0.23, 0.34]
Health: High × Impact: Safety 0.13 0.15 [-0.17, 0.42]
Attack Likelihood: Unsure × Impact: Safety -0.09 0.15 [-0.39, 0.21]

B.3 Switch
Table 7: Posterior summaries for the cumulative logit model of Device Switch. The model includes main effects, all two-way
interactions between the primary experimental conditions, and several covariates including prior device choice. Estimates are
on the log-odds scale.

Predictor Estimate (𝛽) SE 95% Credible Interval

Main Effects
Notice: FDA Standard 0.20 0.25 [-0.29, 0.70]
Notice: FDA Verbose -0.25 1.07 [-2.33, 1.86]
Notice: MDM Standard 0.27 0.25 [-0.22, 0.77]
Notice: MDM Verbose -0.06 1.07 [-2.17, 2.00]
Health: High -0.06 0.22 [-0.48, 0.38]
Attack Likelihood: Low/Unsure 0.18 0.27 [-0.35, 0.71]
Attack Likelihood: Low/High 0.74 0.27 [0.21, 1.27]
Attack Likelihood: Unsure/Unsure 0.60 0.27 [0.06, 1.13]
Attack Likelihood: Unsure/High 0.57 0.27 [0.03, 1.10]
Impact: Safety 0.96 0.23 [0.52, 1.40]
Device Choice -3.26 0.13 [-3.52, -3.02]

Continued on next page
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Table 7 – continued from previous page
Predictor Estimate (𝛽) SE 95% Credible Interval

SA-6 (scaled) 0.13 0.04 [0.05, 0.21]
WFPT (scaled) -0.11 0.04 [-0.19, -0.03]
Device Exp: Caregiver 0.01 0.12 [-0.23, 0.24]
Device Exp: Knows Someone 0.19 0.08 [0.03, 0.36]
Device Exp: No Response 0.10 0.40 [-0.69, 0.89]
Device Exp: Prescribed -0.12 0.16 [-0.45, 0.20]
Provider Exp: No PCP 0.06 0.34 [-0.61, 0.73]
Provider Exp: Specialty -0.09 0.08 [-0.24, 0.06]
Age -0.59 0.60 [-1.78, 0.62]
Education -0.00 0.09 [-0.18, 0.18]

Two-Way Interactions
Notice: FDA Standard × Health: High -0.23 0.20 [-0.63, 0.17]
Notice: FDA Verbose × Health: High 0.53 0.26 [0.00, 1.04]
Notice: MDM Standard × Health: High -0.31 0.20 [-0.71, 0.08]
Notice: MDM Verbose × Health: High -0.41 0.26 [-0.92, 0.12]
Notice: FDA Standard × Attack Likelihood: Low/Unsure -0.03 0.30 [-0.62, 0.55]
Notice: FDA Verbose × Attack Likelihood: Low/Unsure 0.03 0.39 [-0.74, 0.78]
Notice: MDM Standard × Attack Likelihood: Low/Unsure 0.31 0.30 [-0.28, 0.91]
Notice: MDM Verbose × Attack Likelihood: Low/Unsure 0.01 0.38 [-0.74, 0.75]
Notice: FDA Standard × Attack Likelihood: Low/High 0.33 0.31 [-0.28, 0.94]
Notice: FDA Verbose × Attack Likelihood: Low/High -0.06 0.38 [-0.81, 0.69]
Notice: MDM Standard × Attack Likelihood: Low/High -0.00 0.30 [-0.59, 0.60]
Notice: MDM Verbose × Attack Likelihood: Low/High 0.38 0.40 [-0.41, 1.17]
Notice: FDA Standard × Attack Likelihood: Unsure/Unsure -0.09 0.30 [-0.67, 0.51]
Notice: FDA Verbose × Attack Likelihood: Unsure/Unsure 0.55 0.39 [-0.20, 1.31]
Notice: MDM Standard × Attack Likelihood: Unsure/Unsure -0.04 0.30 [-0.63, 0.57]
Notice: MDM Verbose × Attack Likelihood: Unsure/Unsure 0.20 0.38 [-0.54, 0.95]
Notice: FDA Standard × Attack Likelihood: Unsure/High -0.28 0.30 [-0.88, 0.32]
Notice: FDA Verbose × Attack Likelihood: Unsure/High 0.17 0.38 [-0.58, 0.92]
Notice: MDM Standard × Attack Likelihood: Unsure/High 0.14 0.31 [-0.46, 0.75]
Notice: MDM Verbose × Attack Likelihood: Unsure/High 0.20 0.40 [-0.57, 0.99]
Notice: FDA Standard × Impact: Safety -0.18 0.20 [-0.58, 0.21]
Notice: FDA Verbose × Impact: Safety -0.27 1.07 [-2.35, 1.83]
Notice: MDM Standard × Impact: Safety -0.17 0.20 [-0.57, 0.22]
Notice: MDM Verbose × Impact: Safety -0.07 1.08 [-2.15, 2.05]
Health: High × Attack Likelihood: Low/Unsure -0.06 0.23 [-0.51, 0.38]
Health: High × Attack Likelihood: Low/High -0.37 0.23 [-0.82, 0.07]
Health: High × Attack Likelihood: Unsure/Unsure -0.23 0.22 [-0.67, 0.21]
Health: High × Attack Likelihood: Unsure/High 0.27 0.23 [-0.17, 0.71]
Health: High × Impact: Safety -0.11 0.17 [-0.43, 0.22]
Attack Likelihood: Low/Unsure × Impact: Safety -0.07 0.25 [-0.57, 0.42]
Attack Likelihood: Low/High × Impact: Safety 0.39 0.25 [-0.10, 0.90]
Attack Likelihood: Unsure/Unsure × Impact: Safety -0.32 0.26 [-0.82, 0.18]
Attack Likelihood: Unsure/High × Impact: Safety 0.09 0.26 [-0.41, 0.58]

Table 8: Posterior summaries for the cumulative logit model of Device Switch, for participants who initially chose the connected
device. The model includes main effects, all two-way interactions between the primary experimental conditions, and several
covariates. Estimates are on the log-odds scale.

Predictor Estimate (𝛽) SE 95% Credible Interval

Main Effects
Notice: FDA Standard 0.10 0.29 [-0.47, 0.68]
Notice: FDA Verbose -0.24 1.07 [-2.35, 1.86]
Notice: MDM Standard 0.16 0.29 [-0.40, 0.73]
Notice: MDM Verbose -0.31 1.09 [-2.44, 1.87]
Health: High -0.22 0.26 [-0.72, 0.29]
Attack Likelihood: Low/Unsure 0.09 0.31 [-0.51, 0.69]
Attack Likelihood: Low/High 0.95 0.31 [0.35, 1.56]
Attack Likelihood: Unsure/Unsure 0.32 0.33 [-0.32, 0.97]
Attack Likelihood: Unsure/High 0.62 0.32 [-0.00, 1.26]
Impact: Safety 1.05 0.27 [0.50, 1.57]
Device Choice -0.81 0.07 [-0.95, -0.67]
SA-6 (scaled) 0.11 0.05 [0.01, 0.20]
WFPT (scaled) -0.13 0.05 [-0.23, -0.03]
Device Exp: Caregiver 0.02 0.15 [-0.27, 0.30]
Device Exp: Knows Someone 0.26 0.10 [0.06, 0.47]
Device Exp: No Response 0.27 0.46 [-0.61, 1.17]
Device Exp: Prescribed 0.01 0.19 [-0.35, 0.38]
Provider Exp: No PCP 0.45 0.39 [-0.31, 1.21]
Provider Exp: Specialty -0.07 0.10 [-0.26, 0.12]
Age -0.64 0.61 [-1.83, 0.55]
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Table 8 – continued from previous page
Predictor Estimate (𝛽) SE 95% Credible Interval

Education 0.12 0.11 [-0.10, 0.34]

Two-Way Interactions
Notice: FDA Standard × Health: High -0.28 0.24 [-0.76, 0.19]
Notice: FDA Verbose × Health: High 0.10 0.33 [-0.55, 0.74]
Notice: MDM Standard × Health: High -0.36 0.24 [-0.84, 0.12]
Notice: MDM Verbose × Health: High -0.26 0.32 [-0.90, 0.35]
Notice: FDA Standard × Attack Likelihood: Low/Unsure 0.10 0.35 [-0.60, 0.79]
Notice: FDA Verbose × Attack Likelihood: Low/Unsure -0.23 0.46 [-1.15, 0.67]
Notice: MDM Standard × Attack Likelihood: Low/Unsure 0.43 0.36 [-0.27, 1.13]
Notice: MDM Verbose × Attack Likelihood: Low/Unsure 0.11 0.45 [-0.77, 1.00]
Notice: FDA Standard × Attack Likelihood: Low/High 0.44 0.35 [-0.25, 1.14]
Notice: FDA Verbose × Attack Likelihood: Low/High -0.30 0.47 [-1.21, 0.62]
Notice: MDM Standard × Attack Likelihood: Low/High 0.06 0.35 [-0.62, 0.73]
Notice: MDM Verbose × Attack Likelihood: Low/High 0.55 0.47 [-0.36, 1.49]
Notice: FDA Standard × Attack Likelihood: Unsure/Unsure -0.00 0.37 [-0.72, 0.72]
Notice: FDA Verbose × Attack Likelihood: Unsure/Unsure 0.53 0.49 [-0.41, 1.49]
Notice: MDM Standard × Attack Likelihood: Unsure/Unsure 0.28 0.36 [-0.43, 0.99]
Notice: MDM Verbose × Attack Likelihood: Unsure/Unsure 0.16 0.47 [-0.75, 1.10]
Notice: FDA Standard × Attack Likelihood: Unsure/High -0.28 0.37 [-0.99, 0.45]
Notice: FDA Verbose × Attack Likelihood: Unsure/High 0.35 0.48 [-0.60, 1.29]
Notice: MDM Standard × Attack Likelihood: Unsure/High 0.41 0.37 [-0.31, 1.13]
Notice: MDM Verbose × Attack Likelihood: Unsure/High 0.36 0.47 [-0.57, 1.29]
Notice: FDA Standard × Impact: Safety -0.33 0.25 [-0.82, 0.15]
Notice: FDA Verbose × Impact: Safety -0.22 1.07 [-2.31, 1.89]
Notice: MDM Standard × Impact: Safety -0.41 0.25 [-0.89, 0.08]
Notice: MDM Verbose × Impact: Safety -0.30 1.09 [-2.47, 1.81]
Health: High × Attack Likelihood: Low/Unsure 0.05 0.26 [-0.46, 0.56]
Health: High × Attack Likelihood: Low/High -0.44 0.27 [-0.97, 0.07]
Health: High × Attack Likelihood: Unsure/Unsure 0.01 0.28 [-0.54, 0.56]
Health: High × Attack Likelihood: Unsure/High 0.40 0.28 [-0.14, 0.94]
Health: High × Impact: Safety -0.02 0.21 [-0.42, 0.38]
Attack Likelihood: Low/Unsure × Impact: Safety 0.12 0.29 [-0.45, 0.70]
Attack Likelihood: Low/High × Impact: Safety 0.42 0.29 [-0.15, 0.99]
Attack Likelihood: Unsure/Unsure × Impact: Safety -0.21 0.31 [-0.81, 0.40]
Attack Likelihood: Unsure/High × Impact: Safety 0.21 0.31 [-0.40, 0.83]

B.4 Confidence Models
Table 9: Posterior summaries for the cumulative logit model of Security Confidence. The model includes main effects, all
two-way interactions, and a random intercept for each participant. Estimates are on the log-odds scale.

Predictor Estimate (𝛽) SE 95% Credible Interval

Main Effects
Time: Vulnerability 0.01 0.19 [-0.36, 0.37]
Notice: FDA Standard 0.24 0.43 [-0.61, 1.10]
Notice: FDA Verbose -0.32 1.09 [-2.47, 1.80]
Notice: MDM Standard -0.51 0.43 [-1.35, 0.34]
Notice: MDM Verbose -0.04 1.09 [-2.20, 2.08]
Health: High 0.12 0.39 [-0.64, 0.88]
Attack Likelihood: Low/Unsure -0.14 0.47 [-1.07, 0.80]
Attack Likelihood: Low/High -0.19 0.47 [-1.10, 0.72]
Attack Likelihood: Unsure/Unsure 0.43 0.47 [-0.49, 1.34]
Attack Likelihood: Unsure/High -0.49 0.48 [-1.44, 0.44]
Impact: Safety 0.13 0.40 [-0.67, 0.90]
WFPT (scaled) 0.69 0.07 [0.55, 0.84]
SA-6 (scaled) 0.78 0.08 [0.63, 0.93]
Device Exp: Caregiver -0.22 0.23 [-0.67, 0.23]
Device Exp: Knows Someone -0.29 0.16 [-0.61, 0.04]
Device Exp: No Response -0.37 0.74 [-1.82, 1.07]
Device Exp: Prescribed -0.08 0.31 [-0.68, 0.54]
Provider Exp: No PCP -0.47 0.60 [-1.64, 0.70]
Provider Exp: Specialty 0.04 0.15 [-0.25, 0.33]
Age 0.00 0.78 [-1.53, 1.51]
Education -0.67 0.18 [-1.01, -0.32]

Two-Way Interactions
Time × Notice: FDA Standard -0.01 0.17 [-0.33, 0.32]
Time × Notice: FDA Verbose 0.58 0.21 [0.15, 1.00]
Time × Notice: MDM Standard -0.06 0.16 [-0.38, 0.27]
Time × Notice: MDM Verbose 0.40 0.22 [-0.03, 0.82]
Time × Health: High -0.02 0.12 [-0.26, 0.21]
Time × Attack Likelihood: Low/Unsure -0.32 0.19 [-0.68, 0.04]
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Table 9 – continued from previous page
Predictor Estimate (𝛽) SE 95% Credible Interval

Time × Attack Likelihood: Low/High -0.10 0.18 [-0.46, 0.25]
Time × Attack Likelihood: Unsure/Unsure -0.27 0.19 [-0.63, 0.09]
Time × Attack Likelihood: Unsure/High 0.17 0.18 [-0.20, 0.53]
Time × Impact: Safety -0.15 0.13 [-0.40, 0.12]
Notice: FDA Standard × Health: High -0.12 0.37 [-0.85, 0.61]
Notice: FDA Verbose × Health: High 0.27 0.47 [-0.66, 1.18]
Notice: MDM Standard × Health: High -0.09 0.37 [-0.81, 0.63]
Notice: MDM Verbose × Health: High 0.22 0.46 [-0.70, 1.13]
Notice: FDA Standard × Attack Likelihood: Low/Unsure 0.36 0.52 [-0.65, 1.37]
Notice: FDA Verbose × Attack Likelihood: Low/Unsure -0.40 0.66 [-1.68, 0.91]
Notice: MDM Standard × Attack Likelihood: Low/Unsure 0.66 0.51 [-0.33, 1.67]
Notice: MDM Verbose × Attack Likelihood: Low/Unsure 0.46 0.64 [-0.76, 1.71]
Notice: FDA Standard × Attack Likelihood: Low/High 0.48 0.51 [-0.53, 1.50]
Notice: FDA Verbose × Attack Likelihood: Low/High 0.98 0.63 [-0.26, 2.21]
Notice: MDM Standard × Attack Likelihood: Low/High 0.65 0.51 [-0.35, 1.65]
Notice: MDM Verbose × Attack Likelihood: Low/High -0.94 0.65 [-2.23, 0.34]
Notice: FDA Standard × Attack Likelihood: Unsure/Unsure -0.76 0.51 [-1.77, 0.25]
Notice: FDA Verbose × Attack Likelihood: Unsure/Unsure -0.08 0.65 [-1.35, 1.18]
Notice: MDM Standard × Attack Likelihood: Unsure/Unsure 0.15 0.51 [-0.87, 1.14]
Notice: MDM Verbose × Attack Likelihood: Unsure/Unsure -0.61 0.65 [-1.89, 0.66]
Notice: FDA Standard × Attack Likelihood: Unsure/High 0.15 0.51 [-0.86, 1.15]
Notice: FDA Verbose × Attack Likelihood: Unsure/High -0.54 0.64 [-1.79, 0.70]
Notice: MDM Standard × Attack Likelihood: Unsure/High 0.15 0.52 [-0.86, 1.17]
Notice: MDM Verbose × Attack Likelihood: Unsure/High -0.53 0.66 [-1.82, 0.77]
Notice: FDA Standard × Impact: Safety -0.14 0.38 [-0.88, 0.61]
Notice: FDA Verbose × Impact: Safety -0.31 1.09 [-2.43, 1.84]
Notice: MDM Standard × Impact: Safety -0.03 0.37 [-0.74, 0.70]
Notice: MDM Verbose × Impact: Safety -0.02 1.09 [-2.14, 2.12]
Health: High × Attack Likelihood: Low/Unsure -0.04 0.41 [-0.85, 0.76]
Health: High × Attack Likelihood: Low/High -0.07 0.40 [-0.83, 0.72]
Health: High × Attack Likelihood: Unsure/Unsure -0.13 0.41 [-0.95, 0.67]
Health: High × Attack Likelihood: Unsure/High 0.26 0.41 [-0.54, 1.08]
Health: High × Impact: Safety -0.05 0.31 [-0.65, 0.56]
Attack Likelihood: Low/Unsure × Impact: Safety -0.25 0.44 [-1.11, 0.61]
Attack Likelihood: Low/High × Impact: Safety -0.38 0.45 [-1.27, 0.51]
Attack Likelihood: Unsure/Unsure × Impact: Safety -0.36 0.45 [-1.25, 0.51]
Attack Likelihood: Unsure/High × Impact: Safety 0.33 0.44 [-0.52, 1.20]

Table 10: Posterior summaries for the cumulative logit model of Clinical Confidence. The model includes main effects, all
two-way interactions, and a random intercept for each participant. Estimates are on the log-odds scale.

Predictor Estimate (𝛽) SE 95% Credible Interval

Main Effects
Time: Vulnerability 0.09 0.21 [-0.30, 0.51]
Notice: FDA Standard -0.19 0.49 [-1.12, 0.79]
Notice: FDA Verbose -0.12 1.10 [-2.24, 2.07]
Notice: MDM Standard -0.61 0.48 [-1.53, 0.34]
Notice: MDM Verbose 0.12 1.09 [-2.04, 2.23]
Health: High 0.51 0.43 [-0.33, 1.34]
Attack Likelihood: Low/Unsure -0.33 0.51 [-1.31, 0.68]
Attack Likelihood: Low/High -0.08 0.52 [-1.10, 0.97]
Attack Likelihood: Unsure/Unsure 0.20 0.51 [-0.82, 1.19]
Attack Likelihood: Unsure/High -0.83 0.51 [-1.82, 0.21]
Impact: Safety -0.08 0.45 [-0.98, 0.80]
WFPT (scaled) 0.91 0.09 [0.75, 1.08]
SA-6 (scaled) 0.93 0.09 [0.76, 1.10]
Device Exp: Caregiver 0.04 0.26 [-0.45, 0.55]
Device Exp: Knows Someone -0.08 0.18 [-0.44, 0.27]
Device Exp: No Response -1.08 0.80 [-2.63, 0.46]
Device Exp: Prescribed 0.91 0.34 [0.25, 1.59]
Provider Exp: No PCP -0.36 0.66 [-1.67, 0.93]
Provider Exp: Specialty 0.23 0.17 [-0.09, 0.56]
Age 0.24 0.82 [-1.38, 1.85]
Education -0.57 0.20 [-0.97, -0.19]

Two-Way Interactions
Time × Notice: FDA Standard 0.18 0.18 [-0.18, 0.54]
Time × Notice: FDA Verbose 0.05 0.23 [-0.41, 0.52]
Time × Notice: MDM Standard 0.02 0.18 [-0.34, 0.37]
Time × Notice: MDM Verbose 0.49 0.24 [0.03, 0.96]
Time × Health: High 0.09 0.13 [-0.16, 0.35]
Time × Attack Likelihood: Low/Unsure -0.19 0.20 [-0.58, 0.20]
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Table 10 – continued from previous page
Predictor Estimate (𝛽) SE 95% Credible Interval

Time × Attack Likelihood: Low/High -0.16 0.20 [-0.55, 0.23]
Time × Attack Likelihood: Unsure/Unsure 0.09 0.20 [-0.30, 0.49]
Time × Attack Likelihood: Unsure/High 0.13 0.20 [-0.27, 0.53]
Time × Impact: Safety -0.13 0.15 [-0.43, 0.16]
Notice: FDA Standard × Health: High -0.31 0.41 [-1.09, 0.48]
Notice: FDA Verbose × Health: High -0.33 0.53 [-1.38, 0.72]
Notice: MDM Standard × Health: High -0.06 0.41 [-0.86, 0.76]
Notice: MDM Verbose × Health: High -0.25 0.53 [-1.28, 0.78]
Notice: FDA Standard × Attack Likelihood: Low/Unsure 0.93 0.56 [-0.16, 2.03]
Notice: FDA Verbose × Attack Likelihood: Low/Unsure 0.64 0.72 [-0.78, 2.05]
Notice: MDM Standard × Attack Likelihood: Low/Unsure 0.72 0.56 [-0.38, 1.80]
Notice: MDM Verbose × Attack Likelihood: Low/Unsure 0.12 0.68 [-1.19, 1.47]
Notice: FDA Standard × Attack Likelihood: Low/High 0.53 0.56 [-0.57, 1.61]
Notice: FDA Verbose × Attack Likelihood: Low/High 0.52 0.70 [-0.85, 1.88]
Notice: MDM Standard × Attack Likelihood: Low/High 0.21 0.55 [-0.86, 1.32]
Notice: MDM Verbose × Attack Likelihood: Low/High -0.93 0.69 [-2.29, 0.42]
Notice: FDA Standard × Attack Likelihood: Unsure/Unsure -0.43 0.57 [-1.56, 0.67]
Notice: FDA Verbose × Attack Likelihood: Unsure/Unsure -1.11 0.71 [-2.54, 0.25]
Notice: MDM Standard × Attack Likelihood: Unsure/Unsure 0.13 0.57 [-0.98, 1.26]
Notice: MDM Verbose × Attack Likelihood: Unsure/Unsure -1.40 0.69 [-2.76, -0.06]
Notice: FDA Standard × Attack Likelihood: Unsure/High 0.48 0.55 [-0.62, 1.56]
Notice: FDA Verbose × Attack Likelihood: Unsure/High -0.38 0.69 [-1.75, 0.96]
Notice: MDM Standard × Attack Likelihood: Unsure/High 0.26 0.56 [-0.85, 1.35]
Notice: MDM Verbose × Attack Likelihood: Unsure/High 0.33 0.71 [-1.04, 1.74]
Notice: FDA Standard × Impact: Safety -0.27 0.42 [-1.09, 0.56]
Notice: FDA Verbose × Impact: Safety -0.15 1.10 [-2.31, 1.99]
Notice: MDM Standard × Impact: Safety 0.18 0.42 [-0.66, 1.01]
Notice: MDM Verbose × Impact: Safety 0.09 1.08 [-2.03, 2.23]
Health: High × Attack Likelihood: Low/Unsure 0.05 0.45 [-0.82, 0.93]
Health: High × Attack Likelihood: Low/High 0.09 0.45 [-0.79, 0.98]
Health: High × Attack Likelihood: Unsure/Unsure 0.03 0.46 [-0.87, 0.92]
Health: High × Attack Likelihood: Unsure/High 0.06 0.45 [-0.81, 0.93]
Health: High × Impact: Safety -0.28 0.35 [-0.95, 0.41]
Attack Likelihood: Low/Unsure × Impact: Safety -0.46 0.49 [-1.42, 0.51]
Attack Likelihood: Low/High × Impact: Safety -0.16 0.50 [-1.15, 0.82]
Attack Likelihood: Unsure/Unsure × Impact: Safety -0.08 0.49 [-1.04, 0.87]
Attack Likelihood: Unsure/High × Impact: Safety 0.51 0.49 [-0.44, 1.47]

B.5 Qualitative data

Name Count Percentage

Information is clear 793 29.70
Benefits of internet connected device Outweigh Costs of vulernable device 567 21.30
Information is incomplete 407 15.30
Technical aspects of device 324 12.20
Trusts Doctor 260 9.75
Costs of vulnerable device Outweigh Benefits of internet connected device 250 9.38
Trust FDA/Government 193 7.24
Scared/Worried about device 174 6.53
Distrust in Technology 172 6.45
Low Likelihood of being hacked 120 4.50

Table 11: Top 10 codes for why/why not confident (pre-vulnerability disclosure) in clinical and security information

Name Count Percentage

Information is clear 1018 38.20
Information is incomplete 461 17.30
Technical aspects of device 357 13.40
Trusts Doctor 239 8.96
Benefits of internet connected device Outweigh Costs of vulernable device 231 8.66
Costs of vulnerable device Outweigh Benefits of internet connected device 174 6.53
Trust FDA/Government 168 6.30
Scared/Worried about device 126 4.73
Distrust in Technology 88 3.30
Trust MDM 83 3.11

Table 12: Top 10 codes for why/why not confident (post-vulnerability disclosure) in clinical and security information
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Name Count Percentage

Benefits outweigh fear 998 37.40
Unacceptable risk 838 31.40
Ambiguity Aversion 282 10.60
Physical Harm 248 9.30
Can be fixed with update 178 6.68
Ok with health data 177 6.64
General Fear 163 6.11
Generally Not Concerned 122 4.58
Health Data 103 3.86
Already wouldn’t choose connected device 100 3.75

Table 13: Top 10 codes for why switching/not switching
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