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Abstract—Prioritizing software patches requires accessible and
consistent vulnerability information, but collecting this informa-
tion through the current ecosystem of disparate organizations
presents significant challenges for system administrators. This pa-
per reports on the experience of systematically analyzing the se-
curity advisory practices of 718 organizations, including certified
reporting bodies and vendors involved in critical infrastructure,
detailing the hurdles faced in data collection and interpretation.
Our findings show the disparities in public advisory availability
across organization types and the lack of widespread usage
of machine-readable formats, hindering automated processing.
Additionally, while CVSS has been adopted across the ecosystem
as the standard for severity scoring, in practice, its appli-
cation suffers from inconsistencies in reporting completeness,
versioning, and transparency, limiting practical utility for system
administrators and researchers to perform comparisons. This
work provides an empirical baseline of the advisory ecosystem,
highlighting the practical barriers encountered, and underscores
the need for improved reporting consistency, transparency, and
active coordination to support practitioners and researchers.

Index Terms—Security Advisories, CVSS, Vulnerability Man-
agement

I. INTRODUCTION

Keeping software up-to-date by patching identified secu-
rity vulnerabilities is a critical challenge in modern software
ecosystems [52]. Patching a production system can be com-
plex, as it might require service downtime and could further
disrupt operations if the patch is incompatible with other
integrated software and systems. Compounding this problem,
system administrators (sysadmins) often can be faced with
needing to patch many vulnerable systems in their network
after running a vulnerability scanner [5] or proactively search-
ing for software updates [18], [35]. This means sysadmins
must triage patches, prioritizing based on various factors,
including vulnerability severity, criticality of affected systems,
and potential for disrupting operations [5], [18], [24], [30],
[35], [52].

To make these assessments, many sysadmins rely on secu-
rity advisories that contain pertinent information to evaluate
a patch and the associated vulnerabilities [18], [35]. Vari-
ous organizations publish these advisories, including software
vendors, government organizations, and security vendors. We
refer to these groups collectively as stakeholders. Security
advisories often include a vulnerability severity assessment
and recommended mitigation strategy. The severity assess-

ments typically use the Common Vulnerability Scoring System
(CVSS) [9], [15], [38], [50]. CVSS is a metric developed and
maintained by the Forum of Incident Response and Security
Teams (FIRST) to evaluate the severity of vulnerability by
rating it across several features, assessing the ease and techni-
cal means of exploitation and impact if exploited, and finally
producing a value between zero and ten [20], [38].

Prior work has shown sysadmins struggle to process all rele-
vant information from these advisories, including determining
which stakeholders’ advisories are likely to be reliable [18],
[24], [30], [35], [54]. Additionally, research has shown some
stakeholders can be inconsistent in what information they
present, focused almost exclusively on the US National Vul-
nerability Database (NVD) [2], [4], [19], [22], [29], [31]–[33],
[40], [58], further complicating sysadmins’ jobs.

While these studies highlight specific inconsistencies and
sysadmin challenges, a broader understanding of the advisory
ecosystem is lacking. A complete picture of the ecosystem is
necessary to grasp the sysadmins’ experience when seeking
information about new vulnerabilities. Furthermore, taking
a comprehensive snapshot of the ecosystem is crucial for
researchers examining the quality of available data. We set
out to investigate security advisory availability and consistency
across a broad and diverse 718-stakeholder sample by attempt-
ing to build a corpus of their security advisories. This paper
reports on our experience undertaking this effort. We detail the
practical challenges encountered during this effort, including
data discovery, accessibility, formatting, and consistency. Our
primary contribution is sharing this experience, providing an
empirical baseline characterization of the advisory ecosystem
derived directly from the practical hurdles of data collection,
and offering lessons learned and recommendations grounded
in this real-world data collection.

Our attempt to characterize the ecosystem and understand
the associated challenges was guided by the following specific
research questions:

RQ1 How available and accessible are security advisories?
RQ2 How often are these presented in a structured, easily

machine-processible format?
RQ3 How consistently do advisories report CVSS information

for vulnerabilities in their advisories?
Due to the vast number of potential software vendors

who could produce security advisories, we focused our study
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on two groups of stakeholders. The first were stakeholders
certified by MITRE as CVE Numbering Authorities (CNAs).
CNAs serve as exemplars because they must meet require-
ments related to coordinated vulnerability disclosure and have
established security groups within their organizations. We
also included vendors mentioned in CISA’s Industrial Control
System Advisories (ICSAs). Due to the proliferation of vul-
nerabilities within and the highly regulated nature of industrial
controls [9], [15], [48], [50], stakeholders associated with
these ICSAs operate under increased scrutiny and regulatory
requirements, making them more likely to have available
security advisories.

Our analysis focused on public advisories, reflecting CNA
requirements [14], operator search behavior [18], [30], [35],
and the baseline for automated tools. While non-public chan-
nels undoubtedly exist and are used, understanding this public
landscape is a critical first step. We examined the use of
structured data formats (e.g., CSAF [49], JSON) to assess
feasibility for automated collection. This is a known operator
requirement [5], [18], [35] and also crucial for large-scale
research review. Finally, we focus on CVSS data as it is
a commonly used [36], [43], [53], [57] and recommended
metric [9], [15], [38], [50] that provides a structured way for
sysadmins to compare the perceived severity of a vulnerability
across different stakeholders.

In our analysis of 718 unique CNA and ICSA stakeholders,
we found significant disparities in the public availability and
format of security advisories. While nearly all CNAs (94.7%)
provided public advisories as expected, fewer than half of
ICSA vendors (38.4%) did so. Further, these advisories were
often challenging to find, requiring significant manual effort
to search through stakeholders’ websites. Among the 460
stakeholders with public advisories, the vast majority (93.3%)
used inconsistently formatted (i.e., the same information is not
included in every advisory) web pages or PDFs, with only 30
offering structured, machine-readable data. Furthermore, just
over half included any form of severity assessment (63.7%).

On a positive note, when severity assessments were pro-
vided, the vast majority utilized the same predominant method,
CVSS (82.6%) and major version (i.e., v3.x; 75.6%), and most
of those provided both the CVSS score and vector, indicating
some details of the assessment (86.4% of stakeholders using
CVSS). Unfortunately, stakeholders were inconsistent when
providing further context necessary for sysadmins to apply
these assessments to their own environments or for researchers
comparing scores across the ecosystem. This includes using a
mix of CVSS versions or not clearly stating the version (23.2%
of stakeholders using CVSS), not using temporal (83.9% of
stakeholders using CVSS) or environmental (95% of stake-
holders using CVSS) metrics, not providing clear rationales
for assessment decisions, and only providing assessments per-
vulnerability (69.4% of stakeholders using CVSS), rather than
also including an aggregate score for the advisory, which often
covers multiple vulnerabilities fixed by single patch.

Our findings highlight considerable friction in the public
advisory ecosystem, which makes it difficult for sysadmins

and researchers to collect and compare information. Our work
overcomes some of these hurdles to produce a listing1 of CNAs
and ICSA vendors who provide public advisories, along with
links to their advisories to support sysadmins and researchers’
searches. We also offer recommendations based on our results
for sysadmins and future researchers seeking to collect and
analyze security advisories.

II. RELATED WORK

We now discuss our work in the context of prior work that
looks at the information used by sysadmins for vulnerability
assessment and triage, as well as prior security advisory
reviews.

The information sysadmins use for triage. There has been an
increasing amount of research into how sysadmins make de-
cisions around patching and triaging vulnerabilities that affect
their systems, specifically looking at how sysadmins decide
when and what to patch [18], [30], [35], [54]. For example,
Li et al. found sysadmins reported making patching decisions
based on the vulnerability’s severity, with the highest emphasis
on critical vulnerabilities [35]. In a survey of sysadmins,
Jenkins et al. found that while some conduct risk assessments
themselves to determine the severity of impact a vulnerability
could have on their own systems, this was uncommon due
to the high overhead of performing this assessment and lack
of expertise, instead relying on publicly reported severity
assessments [30]. Unfortunately, this prior work and other
studies have found sysadmins report finding it difficult to find
comprehensive information about all the vulnerabilities they
are impacted by from public advisories [18], [30], [35]. In our
work, we seek to quantify this challenge by investigating what
severity information is available across the security advisory
ecosystem and assessing how difficult it is to navigate this
landscape.

Sources of vulnerability information. Other researchers have
compared differences in the information presented in security
advisories between vulnerabilities [2], [4], [19], [22], [31]–
[33], [40], [42], [58]. Almost all of these have only considered
advisories found in the NVD, with only two considering multi-
ple stakeholders. Specifically, Forain et al. compared the NVD
to China’s vulnerability database [22] and Moriuchi and Ladd
performed a similar comparison with Russia’s vulnerability
database [42]. Additionally, this prior work has focused on
discrete parts of security advisories. This includes the products
and versions affected by vulnerabilities [2], [19], [31], [33],
estimating vulnerability severity [2], [33], the relationship
between severity and patching [3], [40], [43], severity and
exploit existence [4], [29], and the difference in information
observedstakeholders [23], [40]. For example, Anwar et al.
conducted a comprehensive evaluation of the NVD, examining
issues related to data completeness and inconsistencies in pub-
lication dates and product names [2]. In the NVD, advisories

1The full listing of stakeholders and their information can be found in our
supplementary materials at https://osf.io/vfch3/?view only=20ae77e8d96446
8faa42281c73921905
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list affected products using a standardized string format to
uniquely identify classes of hardware, operating systems, and
software applications. Unfortunately, they found that these
strings were inconsistently provided and applied, which can
lead to issues in identifying whether a system is vulnerable
during automated scanning. We observed the same problem
among some of our data and discuss this in Section III-A.
Miranda et al. analysed all the pages referenced by the NVD
to see when information was published by different stakehold-
ers [40], focusing on the timing of information. Zhang et al.
focused on the discrepancies of similar vulnerabilities within
the NVD [58]. Compared to these studies, our work provides
a broader characterization of the landscape of stakeholders’
vulnerability data, specifically how this information is pre-
sented, such as formatting and availability issues. We focus on
the advisory publication practices of stakeholders rather than
specific inconsistencies in a single data set as in prior work.
Thus, we enable larger-scale studies expanding on this prior
work to capture the full range of available security advisories.

III. METHODOLOGY

We now discuss how we reviewed and assessed security
advisory availability, accessibility, and consistency. We begin
by describing the stakeholders included in our dataset, then
describe how we found and reviewed their security advisories.
We conclude by discussing the limitations of our process.

A. Security Advisory Stakeholder Selection

To begin, we first had to identify stakeholders who produce
security advisories for vulnerabilities. To identify organiza-
tions we expected would produce these advisories, we con-
sidered two sources: advisories regarding Industrial Control
Systems (ICS) and medical devices published by the U.S.
Cybersecurity and Infrastructure Security Agency (CISA), as
well as MITRE’s registry of CVE Numbering Authorities
(CNA). We describe each, why they are relevant, and discuss
how we identified stakeholders from these sources in turn
below. We provide a list of all the stakeholders we evaluated in
our supplement materials [1]. We identified 393 stakeholders
from the CISA ICS advisories and 379 stakeholders in the
MITRE CNA registry, with 718 unique stakeholders total (54
stakeholders were in both groups).
CISA ICSA vendors (393 stakeholders). CISA coordinates
cybersecurity programs within the U.S. Government, including
sharing and coordinating information on vulnerabilities affect-
ing ICS and medical devices [11], [27], [28]. As part of this
mandate, CISA provides the public with information about
specific vulnerabilities affecting these devices in the form of
ICS Advisories and ICS Medical Advisories (collectively re-
ferred to as ICSAs) [16]. Because ICS and medical devices are
used in highly regulated industries, such as nuclear energy and
healthcare, they are subject to regulations about vulnerability
disclosure and remediation [9], [15], [48], [50]. Therefore,
we included the vendors mentioned in ICSAs as stakeholders
targeted during our data collection as we expected they would
have publicly available vulnerability severity information and

would offer an upper bound approximation for security advi-
sory availability, accessibility, and consistency.

To find the vendors associated with these advisories, we
reviewed all 2,112 ICSAs from the time CISA began pub-
lishing them, i.e., July 2017, until March 6th, 2024—the date
we performed this collection. For each ICSA, we extracted
all the listed vendors, which we refer to as ICSA vendors
going forward. Because some ICSAs include multiple related
vulnerabilities, many mention multiple vendors. For example,
ICSA-19-106-03, which included the ICSA vendor string
“ABB, Phoenix Contact, Schneider Electric, Siemens, and
WAGO,” indicating five unique ICSA vendors. We identified
393 unique ICSA vendors in the 2,112 ICSAs.

CNAs (379 stakeholders). The MITRE Corporation maintains
a list of stakeholders certified as CNAs listed on cve.org.
To be certified, a CNA must maintain a public source for
new vulnerability disclosures [14]. This can include ICSA
vendors and third-party security organizations who provide
information about vulnerabilities (e.g., Cisco Talos). Due to
the requirements, all CNAs should have public advisories and
have demonstrated an ability to assess vulnerabilities. We also
collected the list of CNAs on March 6th, 2024, and found 379
unique CNAs.

Identifying unique stakeholders. After collecting the list of
CNA-certified and ICSA-mentioned stakeholders, we needed
another post-processing step. As organizations frequently
change ownership, this may sometimes result in changes to
who manages their security advisories, requiring a careful
review of new digital assets. For example, some organizations
have been acquired, and their digital presence has been con-
solidated with the acquirer. One example is St. Jude Medical,
acquired by Abbott Laboratories in 2017. In other cases, the
organizations still maintain their prior digital presence and
CNA status as independent organizations, such as Hitachi,
which is associated with three CNAs, two of which are also
ICSA vendors. The third type of change can occur when
organizations are split up. For example, General Electric has
evolved into three distinct entities: GE Aerospace, GE Health-
care, and GE Vervona. In these cases, we manually mapped
the CNAs/ICSAs to the new organizations by examining the
mentioned products and their associated divisions.

Two researchers who reviewed each stakeholder performed
this process by first identifying their website. For ICSA
vendors, they checked if the ICSAs mentioning the ICSA
vendor contained links to the ICSA vendor’s website. If there
were no links, the researcher performed a Google keyword
search for the ICSA vendor’s name and the specific prod-
uct(s) mentioned. The CNA list contained links to the CNA’s
advisories directly, which provided researchers with a direct
link to the organization’s website. However, these links did
not work in some cases, and the researchers used the same
keyword search as they had for the ICSA vendors. Once a
website was identified, we checked if a parent organization
was associated with the stakeholder. They did this by seeing if
there was a redirect on the organization’s website, checking the
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Corporate Information and Terms of Service listed on the site
for any mention of a different organization, and looking up the
organization on Bloomberg [7], Wikipedia [56], and Crunch-
base [12]—three well-established repositories of organization
information [6], [34]. After identifying the organization-to-
parent mapping, if we could not find security advisories for the
organization, we then looked to see if the parent maintained
any advisories for our analysis.

B. Advisory Review

After identifying the stakeholders, we wanted to understand
what information they provide publicly about vulnerabilities.
Public vulnerability disclosure information is vital to sysad-
mins, who then use it to determine their best triage actions,
and researchers who use it to investigate trends in vulnerability
reporting. As discussed in Section III-A, CNAs must make
this information public; however, it is unclear whether MITRE
enforces this requirement and how easily the data can be
accessed. Here, we describe the vulnerability information we
collected from each stakeholder and the process we followed.

Advisory identification. Our first step to assess security
advisory availability was to identify whether each of the
stakeholders provided security advisories. For this analy-
sis, we loosely define advisories as assessments of one
or more vulnerabilities; that is, they can include individ-
ual vulnerabilities. This could include detailed descriptions
of vulnerabilities or a dashboard with minimal vulnerabil-
ity and severity information. To identify relevant advisories
for each stakeholder, two researchers performed a Google
website search, i.e., using the search tag “site:”, with
the website identified during the unique stakeholder check.
For each stakeholder website, we conducted queries for the
following keywords: psirt (i.e., Product Security Inci-
dent Response Team), product security, security
advisory, security bulletin, cybersecurity,
and cve. Some CNAs had direct links to their advisories in
the MITRE list, which were used when possible. For each site,
we noted any mention of security advisories or vulnerabilities.

Advisory assessment. If we could identify advisories, the
researchers then checked whether they could access them.
Was the data publicly available, or was account registration
necessary? Were there limits on who could register (e.g.,
customers only) if registration was required? For stakeholders
with public advisories, the two researchers made the following
determinations about the advisories:

• Are advisories posted in a structured data format?
Were the advisories published in a format that could
be automatically processed, such as JSON or CSAF (a
vulnerability advisory specific format [49])? This is a
critical step in supporting sysadmins’ automated vulner-
ability triage [18], [35] and advisory-based research.

• Do advisories provide a vulnerability assessment?
Regardless of the methodology used, did the stakeholders
provide some sort of assessment about the vulnerability
that sysadmins can use for prioritization?

• Do all or some advisories provide a per-advisory
and/or per-vulnerability assessment? If advisories only
contained single vulnerabilities, then this was treated
as only per-vulnerability and not per-advisory. Per-
vulnerability assessments offer a standardized measure
of individual flaw severity, enabling comparison between
distinct issues and across sources. Per-advisory assess-
ments are needed for operators to gauge the overall
severity and priority of security patches that address
multiple vulnerabilities simultaneously.

• If CVSS is used, are the score and vector provided?
The vector is critical as it gives a detailed breakdown of
the stakeholder’s severity assessment. Additionally, we
evaluated whether these CVSS values were reported at
both the per-advisory and per-vulnerability levels. We
also noted if this CVSS information was given for all
advisories or only some (i.e., at least one advisory).

• If CVSS is used, which CVSS version(s)? CVSS
now uses three distinct versions, each with a different
structure, limiting comparisons [2], [31], [33]. Given that
assessments done using different versions cannot readily
be compared, it is important for sysadmins’s to know
what version was used [46], [47]. We also noted if the
versions used were consistent (i.e., all advisories used
version 3.1) for all advisories.

• If CVSS is used, are Environmental/Temporal features
added? CVSS uses environmental and temporal compo-
nents to account for specific vulnerability contexts [25],
[26]. These metrics are valuable because they refine
prioritization by adding crucial context about the current
threat landscape (e.g., exploit availability) and specific
organizational impact to the static base vulnerability
score [25]. As with the other CVSS-related information,
we noted if this was provided for every assessment or if
it was limited to only some.

• Do the advisories use a qualitative label for the
vulnerability? We noted if the stakeholder provided a
qualitative assessment for the label, such as Critical,
High, Medium, Low, either in addition to or instead of
CVSS. We then determined if that qualitative system
relied on an industry standard, such as the NIST scale
corresponding to CVSS scores [45], or if it was unique
to the stakeholder. Qualitative severity labels (like Critical
or High) allow sysadmins to quickly categorize vulnera-
bilities into broad groups, facilitating faster initial triage
and prioritization decisions.

C. Limitations

While this process allowed us to capture a large dataset of
advisories, our analysis has limitations that provide context for
the results.

First, our sample does not capture all possible vulnerabil-
ity disclosure stakeholders. We intentionally focused on two
groups: CNAs and vendors mentioned in ICSAs. CNAs serve
as exemplars, representing organizations that have undergone
a certification process and invested effort in establishing pub-
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Fig. 1: The data available in advisories from the 718 stakeholders that we evaluated.

lic vulnerability disclosure procedures [14]. Including ICSA
vendors provides insight into practices in higher-scrutiny sec-
tors [9], [15], [48], [50], although this subset does not represent
all ICS vendors globally. Consequently, while our findings
provide valuable insights into these large and relevant groups,
the specific practices observed may not fully generalize to
the entire universe of software producers, particularly smaller
organizations or independent researchers not included in these
lists, and should be considered an upper bound.

Secondly, despite efforts to ensure consistency, manual
data extraction from diverse, inconsistently formatted sources
can potentially introduce interpretation errors. To mitigate
this, two researchers reviewed each stakeholder iteratively,
refining classifications for advisory availability, format, and re-
ported CVSS components (version, vector, score, supplemental
metrics). Crucially, our assessment scope was intentionally
limited to objective, verifiable data points explicitly reported
in advisories (e.g., presence of a score, stated version, use of
a structured format). We did not perform a subjective analysis
of advisory content (e.g., assessing the quality of mitigation
advice); instead, we focused on characterizing the reported
structures and data presence at scale. This aligns with our goal
of providing a broad baseline but limits insights into content
quality. Therefore, our choice not to perform qualitative coding
or calculate inter-rater reliability is appropriate according to
best practice [37]. This focus enhances reproducibility for
the specific data points collected. In cases where there was
disagreement or ambiguity, the two researchers discussed these
conflicts and refined their strategy to reflect any clarifications.

Finally, our study faces discovery limitations. Our anal-
ysis primarily characterizes publicly discoverable advisories
accessible via website navigation and search engine indexing.
We acknowledge that some stakeholders restrict access via
customer portals (N = 18 confirmed, potentially more unde-
tected), and advisories not well-indexed by search engines or
hosted in obscure locations might have been missed. There-
fore, our findings regarding the prevalence of public advisories
and specific reporting practices represent the baseline acces-
sible landscape but likely underestimate the total volume of
advisories produced, particularly those shared through non-
public or restricted channels. However, understanding this

publicly accessible baseline remains crucial, as it reflects
the information most readily available to sysadmins during
proactive searches [18], [30], [35] and forms the foundation
for developing broadly applicable automated tooling.

D. Ethics

All data analyzed in this study were collected from publicly
accessible sources, whether organizational websites or public
repositories. Our analysis focuses exclusively on the public
disclosure practices of organizations and the format of the
advisories they produce. The research did not involve human
subjects, private data, or any form of interaction that would
necessitate Institutional Review Board (IRB) approval.

IV. RESULTS

Our analysis incorporated 718 unique stakeholders involved
in vulnerability disclosure, identified through CISA’s ICSAs
and the official CNA list. This set includes 339 stakeholders
who were only ICSA vendors, 325 who were only CNAs, and
54 who were both. Four organizations listed as ICSA vendors
lacked any discernible web presence and were thus categorized
as having no public advisories available. Below, we outline our
findings regarding the availability and consistency of advisory
data.

A. Advisory Availability (RQ1)

The accessibility of public security advisories varied signif-
icantly between CNAs and ICSA vendors. Figure 1 provides a
Sankey diagram that visualizes the breakdown of stakeholders
by advisory availability and format.

Non-CNA stakeholders were unlikely to make advisories
public. As anticipated due to CNA requirements, nearly all
CNA stakeholders (including those also listed as ICSA ven-
dors) provided public advisories (94.7%, N = 359). However,
ICSA vendors who were not also CNAs were much less likely
to make their advisories publicly available (29.8%, N = 101).
When considering all stakeholders mentioned in ICSAs (both
CNA and non-CNA), fewer than half (38.4%, N = 151) had
public advisories. Notably, a third of these publicly available
ICSA vendor advisories came from organizations that were
also CNAs (N = 50).
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Security advisories can be hard to find. Even when stake-
holders made their advisories public, it often took us some
time to find these advisories. While some large organiza-
tions maintained dedicated, easily identifiable product security
pages (e.g., Cisco, Palo Alto Networks), many others inte-
grated advisories into less obvious locations, such as general
blogs, news sections, or knowledge bases (e.g., Synopsys,
Progress Software). Further, many of these stakeholders with-
out dedicated advisory pages lacked effective search or filter-
ing capabilities specifically for security advisories, potentially
hindering the ability of sysadmins to locate relevant vulnerabil-
ity information efficiently. We could only find the advisories
for these stakeholders after searching several keywords and
manually reviewing long lists of returned and often irrelevant
pages. This demonstrates the effort potentially required by
sysadmins seeking this information proactively.

B. Machine Readable Advisories (RQ2)

Considering the stakeholders with publicly available ad-
visories, we now focus on how this information is pre-
sented. First, we discuss whether the advisories were machine-
readable, necessary for large-scale collection and analysis
by sysadmins and researchers. Despite the recognized need
for automation in vulnerability management, the adoption
of structured, machine-readable formats for advisories was
minimal. The fourth column of Figure 1 summarizes our
results for this section.

Few stakeholders adopted standardized structures. Only
30 stakeholders (6.5% of stakeholders with public advisories)
provided advisories in a structured, machine-readable format.
The formats observed included CSAF (N = 15), CVE
JSON [41] (N = 8), and others (N = 7). This low adoption
rate significantly hampers sysadmins’ and researchers’ efforts
to automate the ingestion and processing of vulnerability
information across the ecosystem.

Unstructured formats were most common. The overwhelm-
ing majority of stakeholders with public advisories relied
exclusively on unstructured formats (93.3%, N = 430). This
primarily included HTML web pages or PDF documents that
did not follow any standardized structure, and where relevant
fields were not clearly tagged. Parsing these pages and docu-
ments would require significant effort to write custom parsers.
Further, the formatting within these unstructured advisories
often varied significantly, not only between different stake-
holders, but sometimes even within the advisories published
by a single stakeholder over time. For example, ABB provided
advisories in PDF form, but changed their format over time
due to mergers and the general evolution of their template. The
location of the vulnerability details changed in these different
formats, as did the headline that an sysadmin might search for.
This inconsistency means anyone attempting to parse these
PDFs at scale would have to formulate a new process or
manually write a new parser for each change, significantly
increasing data collection overhead.

C. CVSS Consistency (RQ3)

Finally, for each of the stakeholders with public advisories,
we looked at whether and how they reported vulnerabil-
ity severity assessments, the primary information sysadmins
need when assessing a new vulnerability. The furthest-right
column of Figure 1 summarizes our results in this section.
We specifically focus on the use of CVSS, as it provides a
standardized approach to severity assessment. However, while
CVSS provides a general standard, we found its application
in public advisories is inconsistently applied between stake-
holders. We observed variation in whether it was available,
whether stakeholders provided complete information from the
assessment, and what version of the CVSS score was used.
Figure 2 details the specifics of CVSS assessment practices
among the stakeholders who utilize CVSS.
Only a slight majority of stakeholders provided severity
assessments; mostly using CVSS. Among the 460 stakehold-
ers with public advisories, only 63.7% (N = 293) included
any form of severity assessment. This was surprising as prior
work has found this is one of the most important questions
sysadmins have when investigating a new vulnerability [18],
[35]. When severity assessments are provided, CVSS was by
far the most common method (82.6%, N = 242). The other
stakeholders utilized unique quantitative or qualitative scales
(N = 51). For example, SAP rated vulnerabilities as “Hot
News”, “High”, “Medium”, or “Low”. Unfortunately, few of
these stakeholders indicated what qualified a vulnerability to
fall into each of these categories, so it very difficult to compare
severity assessments between stakeholders beyond the extreme
ends of each scale.
Most advisories using CVSS included the score and vector.
Within the 242 stakeholders using CVSS, there was consider-
able variation in how CVSS components were reported. How-
ever, one positive finding was that almost all stakeholders—
for at least one advisory—provided a CVSS score (99.2%,
N = 240), the vast majority provided the vector string (87.2%,
N = 211), and most provided both (86.4%, N = 209).
Only a few stakeholders provided just the CVSS score without
the accompanying vector (12.8%, N = 31) and a negligible
number provided only the vector (0.8%, N = 2). This is
beneficial because there are many instances where two vectors
(i.e., assessed vulnerability characteristics) can yield the same
CVSS score. In these cases, it would be impossible for an
sysadmin or researcher to determine the difference between the
two vulnerabilities and the differential impacts they might have
in different environments. Considering all possible CVSS v3.1
vectors (i.e., all possible combinations of the base metrics),
98.8% had another vector with the same CVSS score.
Some stakeholders are inconsistent or unclear about the
CVSS version used. Due to the scoring and vector changes
between major CVSS versions (e.g., v2.x to v3.x), it is difficult
to compare scores between versions. On another positive note,
most of the 242 stakeholders using CVSS used v3.x, i.e.,
v3.0 or v3.1 (75.6%, N = 183). Only a small fraction still
referenced v2.0 (1.2%, N = 3). However, a notable group

150

Authorized licensed use limited to: TUFTS UNIV. Downloaded on March 03,2026 at 22:24:33 UTC from IEEE Xplore.  Restrictions apply. 



Fig. 2: The data available in advisories from the 242 stakeholders with public advisories (from Fig 1).

used a mix of versions between advisories (15.3%, N = 37),
i.e., they used one version for some advisories and then a
different version for others, and 7.9% (N = 19) did not
specify the version used, although this can be mitigated in
part by providing the vector. Furthermore, we note that the
consistency in use of v3.x may currently be in flux as FIRST
recently released v4.x, and since our data collection, we have
begun to see its adoption anecdotally.

Few stakeholders used supplemental metrics; fewer ap-
plied them consistently across advisories. CVSS tempo-
ral and environmental metrics, designed to provide context-
specific adjustments, were rarely used. Only 16.1% (N = 39)
of stakeholders using CVSS incorporated any supplemental
metrics. Of these, most used only Temporal metrics (N = 27),
none used only Environmental metrics (N = 0), and a few
used both (N = 12). Furthermore, usage was often incon-
sistent; 87.2% (N = 34) of stakeholders using supplemental
metrics applied them only in some advisories rather than
uniformly.

The majority of stakeholders assess vulnerabilities individ-
ually. We found the majority of stakeholders only provided
CVSS assessments for vulnerabilities individually (N = 168,
69.4% of stakeholders that provided public CVSS assess-
ments). Because security patches can fix multiple vulnerabili-
ties, this forces sysadmins to determine an aggregate severity
for all the vulnerabilities fixed by the patch to determine
the patch’s total impact. Aggregating vulnerability severity
scores is challenging as sysadmins, who may not have time
to complete extensive testing, would not understand how the
vulnerabilities might interact like a vendor who publishes the
patch and advisory might. Therefore, providing both advisory-
level and individual-level severity scores can be valuable.

It is also valuable for sysadmins and researchers to know
how vulnerabilities are aggregated to create an advisory-
level score. Considering stakeholders who provided both a

vulnerability- and advisory-level assessment (N = 59, 24.4%),
we observed that all stakeholders applied the highest (i.e., most
severe) individual vulnerability CVSS score as the advisory-
level score. We expect this trend to continue for the 15 other
stakeholders who only provided advisory-level assessments as
their advisory-level scores matched the most severe individual-
level score given by another stakeholder. However, other score
aggregation processes may be used.

Few stakeholders give scoring rationale or provenance.
Beyond the quantitative reporting of CVSS components, we
observed a general lack of qualitative explanation regarding as-
sessment decisions and indications of whether the assessments
were their own or copied from others (i.e., data provenance).
Understanding why a particular score was assigned is crucial
for sysadmins attempting to contextualize the risk within their
specific environment. For example, CVE-2023-20267—a vul-
nerability in Cisco’s threat defense software, Snort—was rated
more severe by the NVD than Cisco itself because the NVD
rated the Attack Complexity as High, while Cisco rated it Low.
After review by the Cisco security team, it was determined
that this discrepancy was due to the vagueness in Cisco’s
description of the vulnerability and lack of direct reasoning for
the score [39]. The vulnerability description only mentioned
the need to spoof an IP address to trigger the vulnerability,
which would be relatively simple, hence the Low for Attack
Complexity from the NVD, which only had this description to
work from. However, after internal review, the security team
determined the spoofed IP address would need to be a specific
address, which would be very challenging to mimic without
detection. This confusion could have been avoided if Cisco
had included this additional detail as reasoning for its CVSS
assessment. Unfortunately, these justifications are uncommon
among stakeholders, likely leading to more of these types of
confusions. An exception was Becton Dickinson (BD), which
provided clear rationale sections in their advisories for both
first-party software vulnerabilities and third-party component
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vulnerabilities, explaining the reasoning behind their CVSS
assessments. Other stakeholders, such as Siemens, included
some vulnerability information, but not with the same clarity
and detail as BD.

Furthermore, it was often unclear whether a reported CVSS
assessment represented the stakeholder’s independent analysis
or was copied from another source like the NVD, complicating
efforts to trace assessment origins or perform comparisons
of assessments across stakeholders as some researchers have
attempted [22], [42]. This general lack of transparency in
rationale and provenance presents a significant challenge for
interpreting and comparing CVSS scores effectively.

V. DISCUSSION AND RECOMMENDATIONS

Our experience demonstrates the challenge of consistently
capturing a complete picture of vulnerability severity across
the security advisory ecosystem. Even for stakeholders man-
aging some of the most sensitive systems, i.e., ICSA vendors,
who have government oversight and support, most do not
provide public security advisories, or their advisories are hard
to find. While the security advisories are more available for
CNAs, who are required to have public security advisories,
they are still challenging to find and the vast majority of all
stakeholders’ security advisories are difficult to access at scale
due to the very inconsistent use of structured machine-readable
formats. These availability and accessibility issues present
problems for sysadmins and researchers seeking ot collect this
information. Even when the data is public, significant manual
effort is necessary for each stakeholder to find their security
advisories, identify relevant elements, and generate custom
parsers—sometimes multiple per stakeholders—to collect rel-
evant information.

Our dataset listing stakeholders with public advisories,
along with links to their advisories [1], partially solves the
first challenge of finding the advisories. This may be sufficient
for sysadmins who work with a limited set of vendors and
can manually review advisories as new vulnerabilities are
identified. However, we expect this will only work for a
small number of sysadmins as many have reported needing
automation to keep up with the volume of vulnerabilities in
real-world networks [18] and the links or stakeholder coverage
will likely only be temporarily sufficient as companies change,
e.g., going out of business, merging, or new vendors join
the market. Therefore, to support sysadmins long-term and
researchers in all cases, our experience demonstrates that
significant effort will be necessary to write custom parsers
for each new or updated stakeholder to enable large-scale
collection. In addition, these parsers will need to be updated
as we observed variations within stakeholders.

These problems become even more challenging when con-
sidering the specific information provided. Even when security
advisories are publicly available and after custom parsers are
written to capture relevant data, we observed inconsistencies
in the provided severity assessments, creating practical chal-
lenges to their interpretation and comparison. While CVSS ap-
pears to have standard adoption when severity assessments are

available, and both scores and vectors are generally provided,
severity assessments were only supplied in a slight majority of
cases. Comparability is complicated by version fragmentation
across advisories (mixing v2.0, v3.x, or using unspecified
versions) and the rare (N = 39) and inconsistent use of sup-
plemental temporal/environmental metrics, preventing reliable
severity comparisons over time or between stakeholders. Addi-
tionally, the predominant focus on individual CVE assessments
(69.4%), frequently without nuanced advisory-level scores
beyond simply adopting the maximum individual score, limits
utility for sysadmins assessing cumulative patch risk. Finally,
the frequent lack of transparency regarding why a specific
score was assigned and who performed the assessment hinders
the trustworthiness and deep interpretation of reported sever-
ities, concerns that sysadmins have raised in prior work [18],
[35]. These issues present more fundamental challenges for
sysadmins and researchers, even at the lowest scale of analysis.
Without clear and consistent application of CVSS assessments,
it is not possible to make robust comparisons of assessments
across stakeholders.

Our experience reveals an ecosystem made up of a patch-
work of stakeholders each making their own decisions about
the presentation and application of security advisories. This
creates a challenging ecosystem, and in parts, impossible to
navigate, interpret, and compare. Therefore, our work provides
quantitative evidence indicating why sysadmins in prior work
regularly point to challenges in navigating this ecosystem as
a primary challenge in their patching process [18], [35].

A. Recommendations for Researchers & Stakeholders

Based on our results, we now discuss the implications for re-
search on measuring the characteristics of security advisories.
Additionally, replicating our level of effort as the ecosystem
evolves, along with the extra work required to collect data
from most security advisories, is unsustainable in practice.
We provide recommendations for stakeholders and regulatory
bodies based on our results to minimize collection costs and
improve the value of this data.

Recommendations for future research. Our experience
demonstrated the level of effort necessary to thoroughly
capture security advisories across stakeholders, as well as
several potential pitfalls which could impact the reliability
of research results. First, we outline a thorough method for
identifying stakeholders and finding their security advisories,
then outline the challenge of capturing security advisory data
at scale as easily machine-readable formats are not often used.
Researchers should plan to allocate considerable resources for
discovering and collecting public advisories. If researchers
only rely on stakeholders with structured data, they will most
likely have an unrepresentative sample.

Additionally, due to the inconsistency across stakeholders,
researchers must spend time in data validation and cleaning
to avoid likely errors due to the complexity of the underlying
data. Further, the data will need to be carefully standardized
to account for variations in CVSS version, advisory- versus
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individual-level of severity assessment, and the use of supple-
mental metrics. Additionally, researchers should strive to use
data only from stakeholders who provide CVSS vectors, en-
abling them to understand the values chosen for that score and
to infer the CVSS version if it is not provided. Without these
specifics to add context, this vagueness introduces potential
confounding factors that could impact any analysis.

Need for active vulnerability coordination authorities.
Our findings highlight a significant challenge in advisory
availability: while established CNAs largely provide public
advisories (94.7%, N = 359), many other stakeholders,
such as non-CNA ICSA vendors (29.8%, N = 101), do
not consistently share this crucial information. The vulner-
ability disclosure ecosystem is currently in a dynamic state
of transition, evidenced by the emergence of new national
and regional databases like the EUVDB [21], initiatives such
as the CVE Foundation [13], and ongoing challenges with
established repositories like the NVD [44], [51], [55] and
MITRE CVE program [8]. This period of change presents
a crucial opportunity to develop an improved and more
consistent system for disseminating vulnerability information.
Merely providing passive data repositories appears insufficient.
There is a critical need for active coordination authorities to
assist organizations, particularly those with limited resources
(such as many ICSA vendors), in establishing effective public
disclosure programs and promoting standardized practices,
including the use of structured data formats, thereby enhancing
the overall information landscape.

Exemplary active coordination efforts, such as CISA’s
Coordinated Vulnerability Disclosure program [17] and
CERT@VDE’s work in the European industrial automation
sector [10], serve as valuable models and strong starting
points. CISA’s provision of machine-readable CSAF data for
its ICSAs is commendable; further enhancing the consistency
and comprehensiveness of such structured data across all its
advisory outputs would significantly increase overall utility.
Similarly, CERT@VDE offers consistent and valuable support
through its HTML-based advisories, and supplementing these
with standardized machine-readable formats, such as CSAF or
JSON, would significantly improve their accessibility for au-
tomated tools and broader data aggregation efforts. Supporting
and expanding these and similar active coordination functions,
with a dual focus on increasing both the raw availability of
advisories and the adoption of standardized machine-readable
formats, is essential for improving the overall vulnerability
information landscape.

Enhancing transparency with CVSS scoring rationale.
Beyond the scores themselves, understanding the justification
for CVSS assessments proved challenging; our analysis found
limited transparency in how stakeholders arrive at specific
metric values. This aligns with broader industry observations,
such as those presented by Cisco regarding discrepancies
stemming from limited information or interpretation differ-
ences [39]. To improve the utility and trustworthiness of
CVSS scores, stakeholders should provide justifications for

their metric choices, creating a more transparent assessment.
Detailing the reasoning, particularly for metrics influencing
Attack Complexity or Scope as suggested in industry best
practices, would allow sysadmins to contextualize scores better
and make more informed decisions.

Establish practices for advisory-level assessments. While
scoring individual CVEs is standard practice, advisories often
bundle multiple vulnerabilities. Our study found that com-
prehensive advisory-level scores are uncommon, but when
present, frequently represent only the maximum score of the
included CVEs. This approach may not adequately capture
the cumulative risk or the actual impact of applying a multi-
vulnerability patch. Consequently, there is a need for more
formal guidance or established methodologies for generating
and evaluating meaningful advisory-level scores. Such prac-
tices could incorporate factors beyond the highest CVSS score,
offering sysadmins a more holistic perspective for prioritizing
remediation efforts.

Encouraging adoption of, and investigating barriers to,
machine-readable formats. Our analysis revealed that an
overwhelming majority of studied public advisories utilize
unstructured formats (93.3%) like HTML web pages, hin-
dering automated processing and efficient data aggregation.
This reliance on manual extraction poses significant challenges
for large-scale research and operational vulnerability man-
agement. Adopting standardized, machine-readable formats,
such as CSAF or JSON, is essential for improving efficiency.
Further investigation into the specific barriers preventing wider
adoption—whether technical, financial, or organizational—
would be beneficial to inform strategies to facilitate this
transition across the ecosystem. While our study did not
formally investigate these root causes, we hypothesize that
these contribute to the adoption issues. Specifically, current
legacy systems may result in structured data not being easily
generated. Organizations, such as smaller ICSAs, that have a
limited set of products may not have dedicated security teams
or expertise to create advisories, instead relying on centralized
organizations like CISA. Finally, organizational barriers such
as simple inertia—an “if it isn’t broken, don’t fix it” mental-
ity—can be a powerful impediment to change, especially when
existing processes are deemed “good enough” for internal and
legal purposes. Within resource-strapped security teams, the
effort required to improve advisory formatting is often a lower
priority than the core mission of analyzing and coordinating
the remediation of the vulnerabilities themselves.
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